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Abstract--Image forgery detection is developing as one of the major research topic among researchers in the area of image forensics. The 

authentication of digital image has become more important as these images can be easily manipulated by using image processing tools leading 

to various problems such as copyright infringement and hostile tampering to the image contents. The image forgery detection is addressed by 

two different types: (i) Active, (ii) Passive. Further consist of some different methods, such as Copy-Move, Image Splicing, and Retouching. In 

this paper, an efficient forgery detection and classification technique is proposed by three different stages. At first stage, preprocessing is 

carried out using bilateral filtering to remove noise. At second stage, extract unique features from forged image by using efficient feature 

extraction technique namely Gray Level Co-occurrence Matrices (GLCM). Finally, forged image is detected by classifying the type of image 

forgery using Multi Class-Support Vector Machine (SVM). The performance is analyzed using the following metrics: accuracy, sensitivity and 

specificity.  
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I. INTRODUCTION 

From last decades, the image forgery detection has been 
emerged as a remarkable research in applications of 
computer vision, digital image processing, biomedical 
technology, criminal investigation, image forensics, etc. It 
becomes more attractive and challenging when powerful 
software tools for image processing are so popular and 
sophisticated that we cannot confirm whether an image is 
manipulated by naked eyes[1-2].These types of fake images 
are detected by some detection techniques; generally, the 
Image Forgery Detection (IFD) techniques are classified into 
two types [3]. The classifications IFD technique is shown in 
following figure. 

 

 

 

 

 

 

 

 

 

Figure: 1 Forgery detection techniques 

 

Due to the differences of tampering manipulations, the 
corresponding passive detection techniques are proposed to 
detect forgery images [4]. This paper focuses on algorithms 
and techniques for image Copy-Move, Retouching and image 
spliced detection techniques. But in previous years the 
classifier based way is used for input image process. 

A. Image Retouching 

This technique is popular in magazine photo edition. This 
type of image forgery is present in almost all magazine cover 
that employed technique to improve certain features ofimage; 
also it is an attractive method [6].  

The following figure can shows the image retouching 
attacks.  

 

 

Figure: 2 Image Retouching Attack on Images 

B. Copy –Move 

It is a most popular image tampering technique.In this 
technique, desired part of image is possible to add or remove 
information. In the Copy-Move image, manipulation 
technique a part of the same image is copied and pasted into 
another part of that image itself. In a copy-move attack, the 
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intention is to hide something in the original image with 
some other part of the same image [7]. The example of Copy-
Move type is as shown in following figure. The original 
image contains only three missiles and its Copy-Moved 
version on the right has four missiles. 

 

C. Image splicing 

This method is used to make a more aggressive forgery 
images. It is a simple process and can be crops and paste the 
desired regions from other sources. 

 

Figure: 4 Image splicing attack on Images 

For example the following figure shows the image 
splicing based forgery image. It can be used to copy a spliced 
portion from original image to desired image [8]. This paper 
presents an efficient forgery detection and classification 
technique that can propose three major stages. At first stage, 
preprocessing is carried out using bilateral filtering to remove 
noise. At second stage, extract unique features from forged 
image by using efficient feature extraction technique namely 
Gray Level Co-occurrence Matrices (GLCM) has been used 
to improve the accuracy of feature extraction.  

Lastly, forged image is detected by classifying the type of 
image forgery using Multi Class-Support Vector Machine 
(SVM). Also,the performance of the proposed method is 
analyzed using metrics such as accuracy, sensitivity and 
specificity. The literature review of the proposed paper will 
be surveyed in section 2. The section 3 will be summarizing 
the proposed framework for image Forgery Detection (IFD). 
Section 4 addresses the conclusion and future work of the 
proposed work 

II. LITERATURE REVIEW 

Chi-Man Pun, et al (2010) introduced a copy–move 
Image Forgery Detection (IFD) technique for feature-point 
matching and over-segmentation application. The proposed 
Adaptive Over-Segmentation (AOS) algorithm is used to 
segment the host images; also this algorithm is used for each 
image. The authors can justify the initial block size to the 
enhancement of IFD accuracy. 

 The proposed experimental results showed better 
detection under various difficulties such as down-sampling, 
geometric transforms and JPEG compression etc. This 
method reduces the expensive of computation but detection 
does not be reduced. 

The authors Chen-Ming Hsu et al (2015) has proposed An 
Efficient detection algorithm for Copy-Move Forgery using 
Histogram of Orientated Gabor Magnitude (HOGM) 
algorithm to detect duplicated regions based on the histogram 
of Gabor magnitude.  

The implementation results established that the HOGM of 
overlapping blocks, and it can detect multiple copy-move 
forgery instances, it is more robust methodfor forgeryactions 
and this approach is aimed to concealed forgery, with include 
the slight image rotation, blurring, JPEG compression, 
brightness adjustment; thus the computational complexity is 
also very less, low complexity, and easily locates duplicate 
image but cannot use large block size. 

E. Ardizzone,et al (2013) have presented a hybrid 
approach for IFD,the proposed technique is used to compare 
triangular blocks or singlepoint of the block. The triangles 
are matched with permittedshapes such as inner angles, or 
their permitted content with color information, additionally 
the local feature vectors are extracted into triangles vertices. 
This hybrid methodis designed to be a robust with geometric 
transformations.  

The proposed results are compared with some other 
methods such as Point-Based Method (PBM) &state-of-the-
art block matching method. Thus the technique has achieved 
better performances. 

 Hence some researchers planned to develop some other 
post-processing methods to improve missing matches, for 
example: filling holes among triangles. 

Kaur et al (2015) proposed a Copy-Move Forgery 
Detection using DCT and SIFT approach to detect 
combination of dissimilar post-processing operations by 
single method. This approach is used to analyzea block-based 
DCT; additionally it isa robust method to detect Gaussian 
noise & JPEG compression.  

Also the key point-based SIFT method is used for rotating 
and scaling the image. Thus the combination of SIFT&DCT 
approach is able to detect forgery under post-processing of 
rotation, Gaussian noise, scaling, and JPEG compression and 
thus the forgery detection has effectively improved by this 
method but detection method have many false matches. 
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Although the researches Xuanjing Shen et al (2016) 
describedSplicing Image Forgery Detection using Textural 
Features based Gray Level Co-occurrence Matrices(TF-
GLCM). In TF-GLCM, the GLCM is measured by using 
Difference Block Discrete Cosine Transform (DBDCT) 
arrays that is used to capture the textural information and 
thespatial relationship among the image pixels sufficiently. 

Further the GLCM properties are described by six 
textural features. The experimental results showed that the 
TF-GLCM 98%&97% of detection rate on CASIA v1.0, 
&CASIA v2.0 respectively. 

Kaur & Manoj Kumar (2015) proposed An Efficient 
detection algorithm for Copy-Move Forgery. The researchers 
concluded that the CMF detection is a major security factor 
in image processing. The survey showed that there are 
several works completed by CMF detection technique for 
image cloning.  

Thus the system achieved efficient performance such as 
better enhancement, overlap, and better compression. The 
researcher has described various copy move forgery detection 
techniques but the detection accuracy is less. 

III. FORGERY DETECTION FRAMEWORK  

The proposed image forgery detection process is shown 
in following figure. Hence the process requires major stages 
such as Image Preprocessing, Feature Extraction, and 
Classifier. 

Image pre-processing is also an improvement stage of the 
image data, which can suppress the unwanted distortions and 
to enhance the important features of the remaining 
processing. 

Additionally, the preprocessing is to improve the 
accuracy rate.Further, some important image pre-processing 
steps are given as follows: 

Enhancement and image resize conversion from RGB to 
gray scale, filtering, edge detection. In this research, the 
process of image preprocessing includes two major steps: fast 
bilateral filtering and canny edge detection. Edge detection 
output is an input for feature extraction; the input is given 
through image preprocessing. 

A. Bilateral Filter 

The bilateral filter is used to remove the noise and 
reduces the blurriness of color images. It is very simple and 
non- interactive based implementation method. Basically the 
bilateral filter is used to make a nonlinear combination of 
similar pixel values. It is employed to filter the noise range of 
image which acts as a domainfilter [13]. The values selected 
toview the required amount of combination of pixels, while 
the range filtering select values based on the desired amount 
of low pass filtering. A low pass domain filter image is 
derived as I(x): 

 

Figure: 5 block diagram for proposed Forgery detection 

kd (c) =  c(x, y)dy
∞

∞
  (1) 

Where 

𝑘𝑑 (x) - normalized constant; 

C(x, y) is used calculate the geometric closeness among 
neighborhood center x &y,  

h(x) -output image; 

h x = kd
−1  i y c(x, y)dy

∞

−∞
 (2) 

kr (x) =  s i(x i(y)dy
∞

−∞
  (3) 

s(f(x),f(y)) calculated the photometric similarity of 
neighborhood pixel center x & y.  

h x = kr
−1  i y ∗ s i x , i y  ∗ c(x, y)dy

∞

−∞
 (4) 

kr (x) =  s i(x , i(y) ∗ c(x, y)dy
∞

−∞
  

    (5) 

The output image is redefined by,  

s i(x , i y =  e
−(i y  −i(x ))2

2σ r
2

                        (6) 
      

c x, y = e
−(i y  −i(x))2

2σ r
2

                                   (7) 
        

Pixel location (x,y) &output I(x,y) of bilateral 
filtermeasured as follows: 
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I′(X, Y) =∈ y∈N X e
−(i y  −i(x ))2

2σ r
2 e

−(i y  −i(x ))2

2σD
2

  i(x, y) (8)

      

Where 

𝜎𝑑&𝜎𝑟 - spatial & intensity of fall-off of weights control 
parameter,  

N(x) - pixel of I(x),   

𝜎𝑑 - geometric spread parameter, used to select the 
required low pass filter. The bilateral filter helps to 
understand itsentire variants. 

Edge Detection  

Edge detection is a most important step in image 
processing to locate an edge of desired image. This process is 
used to understand image features. Hence the edges consist 
of better features and containsimportantinformation. Edge 
detection technique also used to reduce the image size and 
filter-out the information.Thusit could be preserving the 
structural properties of image. An edge is considered to be an 
outer limit between an object and t background. Hence some 
various edge detection techniques are followed   for efficient 
operation such as Canny, Sobel, Prewitt, Roberts, and so 
on.Among the various methods,„Canny method‟ is mostly 
preferable for detect both strong and weak edges.  Canny 
edge detection have following merits such as good detection, 
good localization, and minimal response. While the optimal 
function of canny detector is obtained by using 4 exponential 
terms, and the performance of these algorithm is depends on 
the adjustable parameters σ with the standard deviation of 
Gaussian filter. Hence the „σ‟ is used to control size of the 
Gaussian filter. However, the larger value of σ has suggests a 
larger Gaussian filter and which can provide more blurring to 
detect larger edges. But the large scale of Gaussian filter has 
less accuracy in edge localization. Small valueof „σ‟suggests 
a smaller Gaussian filter and that can be limits the amount of 
blurring in image. 

B. Feature Extraction 

Feature Extraction is addressed by Gray Level Co-
occurrence Matrices (GLCM), which can be derived as 
follows:  

Gray level Co-occurrence Matrices  
 GLCM is one of the popular statistical methods used 

tomeasure the textural information of images. GLCM method 
provide reasonable textureinformation for an image which 
can be achieved from two pixels. GLCM is introduced by the 
researches Haralick and effort todescribe texture of statistical 
samplings and the certain grey levels occurin relation to other 
grey levels. GLCMis also called as two-dimensional 
dependentmatrix which can reflect the broad information of 
direction and spatial relationship among image pixel 
&nearest neighbors [14].The comprehensive information of 
imagefoundation analysis process requires the following two 
major factors of GLCM; such as arrangement rules and local 
patterns,additionallythe GLCM is aimed to count the number 
of specific pixel transitions among the 2-pixel values. Let f 

(p, q) - image source, andit could be analyzingthe size of 
A×B; gray value of image pixel is quantized to Bg 
levels.Hence the GLCM function is derived in Equation (9). 
Consider thefeature dimension & the proportional relation of 
image.   

G =  
h(1,1) ⋯ h(1, Bg)

⋮ ⋱ ⋮
h(Bg, 1) ⋯ h(Bg, Bg)

  (9) 

Where h (i, j) shows the relative             frequencies; 

i and j- pixel couplevalues of image.h(i, j) can be derived 
as follow: 

h i, j = #{ p1 , q1 ,  p2 , q2 ∈ A ∗ B ⧵ f p1, q1 =
i, f p2 , q2 = J}   (10) 

Where 

# - number of elements in a set. 

The different combinations of distance (denoted by d) and 
angles (denoted by θ) between the two pixels can influence 
the way of calculating the number of the pixel couples in 
GLCM. In TF-GLCM, the distance is set at 1 and the angles 
are 0°, 45°, 90°, and 135° [11]. And these two parameters (d 
and θ) would result in four kinds of combinations.  

Therefore, for each difference coefficient array, we 
calculate all GLCM with above combinations. After being 
normalized, for instance, the four GLCM extracted from the 
horizontal difference coefficient array can be given by 

𝐺d=1,θ=0∗ FH i, j  , … . Gd=1,θ=135∗ FH i, j  (11) 

Although the researcher Haralick has extracted totally 
twenty four parameters from co-occurrence matrix, but 
selectively seven parameters are commonly used which given 
as follows:energy, entropy, contrast, local homogeneity, 
correlation, cluster shade &prominence. Which are derived 
by equations and stored in feature database. Additionally, 
statistical features of mean & standard deviation are used to 
define the characteristics of image. 

Energy 
It is called as uniformity or angular second moment also 

it is used to measure the textural uniformity that is pixel pair 
repetitions.  

𝑒𝑛𝑒𝑟𝑔𝑦(𝐸1) =  𝑖  𝑗 𝑝𝑖𝑗
2     (12) 

Detects  the disorders in textures.  

Energy reaches a maximum value equal to one. Energy 
(E1) is the sum of the square of the elements in the GLCM, 
which can measure textural uniformity. 

Entropy 
It is used to measure the disorder or complexity of desired 

images. The entropy is derived as larger when the image is 
not texturally uniform. The following entropy equation 
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shows the strong formation and the complex textures tends to 
high entropy 

𝑒𝑛𝑡𝑟𝑜𝑝𝑦  𝑒𝑛𝑡 =  𝑖  𝑗 𝑝𝑖𝑗 𝑙𝑜𝑔2𝑝𝑖𝑗                  (13) 

This entropy formula is used to measures the disorder of 
an image. When the image not texturally uniform, the 
discrepancy of the elements in GLCM is large, which implies 
the entropy have consistently small values. 

Contrast 
Contrast is used to measure the spatial frequency of an 

image and it is difference moment of GLCM.   

Contrast is used to measures the difference between the 
lowest and highest values of a contiguous set of pixels.   It is 
a simple term to measure the amount of local variations 
present in the images.  

𝑐𝑜𝑛𝑠𝑡𝑟𝑎𝑐𝑡 𝑐𝑜𝑛 =   𝑖  𝑗 (𝑖 − 𝑗)2 𝑝𝑖𝑗          (14) 

Constrct reflects the sharpness of the image. The greater 
contrast is obtained from above equation, and it shows the 
clearer visual effect, the fuzzier visual effect lower contrast. 

Homogeneity 
Homogeneity is also called as inverse difference moment.  

It is used to measures the image of homogeneity as it 
assumes large value for smaller gray tone difference in pair 
elements. It is more sensitive to the presence of near diagonal 
elements in the GLCM. It has maximum value when all 
elements in the image are same. Homogeneity decreases if 
contrast increases while energy is kept constant. 

ℎ𝑜𝑚𝑜𝑔𝑒𝑛𝑒𝑖𝑡𝑦  ℎ𝑜𝑚 =  𝑖  𝑗
1

1+(𝑖−𝑗 )2  𝑝𝑖𝑗                 (15) 

Also the local homogeneity is measures the closeness of 
the distribution of elements in GLCM to diagonal of GLCM.  

Correlation  

correlation =   Pij
(i−μ)(j−μ)

σ2
N−1
I,J=0      (16) 

Correlation is used to measures the joint probability 
occurrence of pixel pairs and similarity of two images. 

Where 

𝑃𝑖𝑗  - texture image pixel value in a position of (i,j),  

N - Number of image gray levels, 

 µ =  𝑖𝑝𝑖𝑗
𝑁−1
𝑖 ,𝑗=0 ; µ - texture image  

𝜎2 =  𝑝𝑖𝑗 (𝑖 − 𝜇)2𝑁−1
𝑖 ,𝑗=0 ;  𝜎2- varianceof the texture 

image,  

Variance 

This static is a measure of heterogeneity and is strongly 
correlated to heterogeneity and is strongly correlated to first 
order statistical variable such as standard deviation.  

Variance increases when the gray level values differ from 
their mean. 

𝑣𝑎𝑟𝑖𝑎𝑛𝑐𝑒  𝑣𝑎𝑟 =  𝑖  𝑗 (𝑖 − 𝑗)2 𝑝𝑖𝑗                        (17) 

Where,  

µ -mean of pixel value in position (pij) 

Hence  

Difference variance = variance of PX-Y   

Difference of entropy =  𝑝𝑥−𝑦 𝑖 𝑙𝑜𝑔 𝑝𝑥−𝑦  (𝑖)} 𝑁−1
𝐼=0             

(18) 

Cluster shade  

SCS =  (i − Mx + j − My )3N
i,j=1  p i, j       (19) 

Skewness of the matrix is measured under cluster shade 
and the lack of symmetry is called as cluster shade feature.  

Cluster prominence 

𝑆𝐶𝑝 =  (𝑖 − 𝑀𝑥  + 𝑗 − 𝑀𝑦)4𝑁
𝑖 ,𝑗=1  𝑝(𝑖, 𝑗)    (20) 

Where, 

𝑀𝑋 =  𝑖𝑝 𝑖, 𝑗 

𝑁

𝑖 ,𝑗=1

 ; 

𝑀𝑦 =  𝑗𝑝(𝑖, 𝑗)𝑁
𝑖 ,𝑗=1 ; 

𝑚𝑒𝑎𝑛 𝑚 =   𝑧𝑖  𝑝(𝑧𝑖)
𝑙−1
𝑖=0               (21) 

m- Average intensity. 

If  the cluster prominence is low, peak co-occurrence 
matrix around the mean values. For image, the means that 
there is little variation is occurred in gray-scales.  

C. Classifier 

 Multi Class-Support Vector Machine (MC-SVM) 
classifier is employed to classify the forgery detection; 
accuracy of detecting forgery is also enhanced by MC-SVM 
classifier. Also it can provide the results for more complex 
problems and the output must be more one class that can be 
divided into (M) mutual exclusive classes. Also the MC-
SVM is categorized into four important methods such 
as:Directed Acyclic Graph (DAG), Binary Tree (BT), One 
Against-One (OAO), One-Against-All (OAA) classifiers. 

Generally SVM class label requires two values such as ± 
1, it can be called as bilinear classifier [12]. MC-SVM 
classifier is constructed by f 1, f 2, . . fM,  each set is trained 
by each class. Muti-class maximum output is derived from gi 
(x): 

gj  x =  yiαi
jm

i=1 k x, xi + b  j                  (22) 

The detection of forged image is done using SVM 
classifier on systematic basis by designing a simple process 
consisting of two phases, namely training phase and testing 
phase. 
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IV. RESULTS AND DISCUSSION 

This section analyzes the experimental results of 
presented proposed GLCM method. The proposed set of 
experiments has established the better performance and 
effectiveness of   image forgery detection using GLCM. 
Moreover, to confirm the actual usefulness of the each 
experimental steps and also investigates the contributions of 
different factors. Additionally the proposed methodology is 
to analyze the following merits such as:  

Accuracy: It is aratio of number of correct assessment to 
the total number of assessments. It is measured as the term of 
(%) 

Accuracy  % =
((TN +TP ))

((TN +TP +FN +FP
        

Sensitivity: It is defined as the ratio of the number of true 
positive assessments to the total number of true positive and 
false negative assessments.It is a degree of positive values 
that are correctly recognized.  

Sensitivity  (%)  =
TP

((TP +FN ))
  

Specificity: It is defined as the ratio of the number of true 
negative assessments to the total number of true negative and 
false positive assessments.  

Specificity   % =
TN

((TN + FP))
             

It is used to calculate the impact of changes in the output 
due to the change in the input dataset. It is a degree of 
negative values that are correctly recognized. 

V. CONCLUSION 

This paper presents an efficient forgery detection and 
classification technique that can propose three major stages. 
At first stage, preprocessing is carried out using bilateral 
filtering to remove noise. At second stage, extract unique 
features from forged image by using efficient feature 
extraction technique namely Gray Level Co-occurrence 
Matrices (GLCM). Here, the GLCM improved the feature 
extraction accuracy. Lastly, forged image is detected by 
classifying the type of image forgery using Multi Class- 
Support Vector Machine (SVM). The performance of the 
proposed method is analyzed using metrics such as accuracy, 
sensitivity and specificity. 
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