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Abstract-- Storing and sharing of data in cloud can be modified by users. It leads to the security problems in terms of confidentiality, 

integrity and availability of data and service. Remote data integrity checking is a very big solution to address this problem. When storing the 

data on multicloud servers, the distributed storage and integrity checking are difficult to be processed. In existing system, integrity checking is 

done by public key certificate distribution and management. But it suffers from complicated certificates management such as certificate 

generation, delivery, revocation, renewal, etc. In this project, Verifier mechanism is used to check the data Integrity. Client has massive data to 

be stored on the multicloud for maintenance and computation, can be either individual consumer or corporation. CS, managed by CSP, has 

significant storage space and computation resource to maintain the clients‟ data. Combiner receives the storage request and distributes the 

Block-tag pairs to the corresponding cloud servers. In addition to this, Access Confidentiality is achieved by using Dynamic Reallocation 

technique. Theoretical analysis and experimental outcome, demonstrate the validity and efficiency of the proposed scheme. 
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I. INTRODUCTION 

In this project, we present a new system based on verifier 
mechanism. Proposed method is used to achieve the Data 
integrity and Access Confidentiality. In PKI (public key 
infrastructure), provable data possession protocol requires 
public key certificate distribution and management. It is 
difficult for the verifier to check the certificate when it 
checks the remote data integrity. After completing the heavy 
certificate verification, complicated certificates management 
such as certificates generation, delivery, revocation, 
renewals, etc. In cloud computing, verifiers have low 
computation capacity. The proposed method can eliminate 
the certificate management which is a complicated process. 

In this work, the verifier maintains data to perform the 
integrity checking. Client has massive data to be stored on 
the multi cloud for maintenance and computation, can be 
either individual consumer or corporation. CS (Cloud Server) 
which is managed by cloud service provider, has significant 
storage space and computation resource to maintain the 
clients‟ data. The client creates the block-tag pair and 
uploads into combiner. The combiner distributes the block-
tag pairs to the different cloud servers according to the 
storage metadata. Combiner receives the storage request and 
distributes the block-tag pairs to the corresponding cloud 
servers.  

The verifier sends the challenge to combiner and the 
combiner distributes the challenge query to the corresponding 
cloud servers according to the storage metadata. After 
receiving the challenge, it splits the challenge and distributes 
them to the different cloud servers. When receiving the 
responses from the cloud servers, it combines them and sends 
the combined response to the verifier. The malicious CS or C 
cannot produce a proof of data possession if the blocks have 
been modified or deleted. At every access of the file by the 
user, blocks of the data will be dynamically reallocated 
between the Cloud Servers. This achieves access 

confidentiality in Cloud Computing. The integrity of data can 
be significantly improved, and confidentiality can be easily 
maintained.   

In future, based on the outcome of this model, explore 
further to provide more security in terms of data integrity and 
access confidentiality in multicloud systems. Thus, storing 
data in multicloud systems will be more robust and less prone 
to attacks. 

II. RELATED WORK 

Giuseppe Ateniese1, Roberto Di Pietro2, Luigi V. 
Mancini3, and Gene Tsudik [7] proposed a Storage 
outsourcing which prompts a number of interesting security 
issues, many of which have been extensively investigated in 
the past. However, Provable Data Possession (PDP) is a topic 
that has only recently appeared in the research literature. In 
this paper, a highly efficient and provably secure PDP 
technique based entirely on symmetric key cryptography, 
while not requiring any bulk encryption. Also, in contrast 
with its predecessors, PDP technique allows outsourcing of 
dynamic data which efficiently supports operations, such as 
block modification, deletion and append.  

C. Chris Erway, Alptekin K¨upc¸ Charalampos 
Papamanthou [8] proposed provable data possession (PDP) 
model, the client preprocesses the data and then sends it to an 
untrusted server for storage, while keeping a small amount of 
meta-data. The client later asks the server to prove that the 
stored data has not been tampered with or deleted (without 
downloading the actual data). However, the original PDP 
scheme applies only to static (or append-only) files. It 
presents a definitional framework and efficient constructions 
for dynamic provable data possession (DPDP), which 
extends the PDP model to support provable updates to stored 
data. A new version of authenticated dictionaries based on 
rank informationThe proposed design allows users to audit 
the cloud storage with very lightweight communication and 
computation cost. The auditing result not only ensures strong 
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cloud storage correctness guarantee, but also simultaneously 
achieves fast data error localization. Thus, enabling public 
auditing for cloud data storage security is of critical 
importance so that users can resort to an external audit party 
to check the integrity of outsourced data when needed. 

Yan Zhu, Huaixi Wang, Zexing Hu, Gail-Joon Ahn, 
Hongxin Hu, Stephen S. Yau [6] proposed about dynamic 
audit service for verifying the integrity of untrusted and 
outsourced storage. Audit service, is constructed based on the 
techniques, fragment structure, random sampling and index-
hash table, can support provable updates to outsourced data, 
and timely abnormal detection. In addition, an efficient 
approach based on probabilistic query and periodic 
verification for improving the performance of audit services. 
The central goal in PDP is to allow a client to efficiently, 
frequently and securely verify that a server – who 
purportedly stores client‟s potentially very large amount of 
data – is not cheating the client. An effective PDP technique 
must be equally applicable to malicious and unreliable 
servers. The problem is further complicated by the fact that 
the client might be a small device  with limited CPU, battery 
power and communication facilities. Hence, there is a need to 
minimize bandwidth and local computation overhead for the 
client in performing verification. 

Ning Cao, Shucheng Yu, Zhenyu Yang, Wenjing Lou .Y. 
Thomas Hou [4] proposed a dreamed vision of cloud 
computing as a utility, where users can remotely store their 
data into the cloud so as to enjoy the on-demand high quality 
applications and services from a shared pool of configurable 
computing resources. To securely introduce an effective third 
party auditor (TPA), the following two fundamental 
requirements have to be met: 1) TPA should be able to 
efficiently audit the cloud data storage without demanding 
the local copy of data, and introduce no additional on-line 
burden to the cloud user; 2) The third party auditing process 
should bring in no new vulnerabilities towards user data 
privacy. In this paper, utilize and uniquely combine the 
public key based homomorphic authenticator with random 
masking to achieve the privacy-preserving public cloud data 
auditing system, which meets all above requirements. To 
support efficient handling of multiple auditing tasks, further 
explore the technique of bilinear aggregate signature to 
extend main result into a multi-user setting. 

III. SYSTEM ANALYSIS  

A. Existing System 

In cloud computing, remote data integrity checking is an 
important security problem. The malicious cloud server may 
corrupt the clients‟ data in order to gain benefits. In PKI 
(public key infrastructure), provable data possession protocol 
requires public key certificate distribution and management. 
It is difficult for the verifier to check the certificate when it 
checks the remote data integrity. After completing the heavy 
certificate verification, complicated certificates management 
such as certificates generation, delivery, revocation, 
renewals, etc. has to be done. In cloud computing, verifiers 
have low computation capacity. 

B. Disadvantages 

 Heavy certificate verification. 

 Complicated certificates management such as 

certificates generation, delivery, revocation, 

renewals, etc. 

 Low computation capacity. 

C. Proposed System 

File Allocation Table (FAT) File System has proper 
Indexing and Metadata‟s for the different Chunks of the 
Cloud Storage. If Attacker corrupts data, the continuous 
auditing process helps the Verifier to perform Block level 
and File level checking for remote data Integrity Checking 
using Verifiable Data Integrity Checking Algorithm. File 
recovery is done by the Verifier automatically if the data gets 
corrupted during checking. At every access of the file by the 
user, blocks of the data will be dynamically reallocated 
between the Cloud Servers. This achieves access 
confidentiality in Cloud Computing. 

D. Advantages 

 Splitting of files into blocks and storing in multi 

cloud server will provide good security for cloud 

data. 

 Dynamic reallocation provides higher 

confidentiality. 

IV. SYSTEM DESIGN AND DESCRIPTION 

A. System Architecture and Modules 

System design is a process through which the 
requirements are translated into a representation of the 
system, the blueprint for constructing it. It provides with 
representation of the system that can be accessed for quality 
and the only way that can accurately translate a customer‟s 
requirements into a finished product.The System Architecture 
of the proposed system is shown in the Fig4.1 which explains 
about securing the data in cloud. When a user uploads a file 
in multi cloud, the file is splitted into blocks and it is 
encoded. Signature is generated for each block. FAT file 
system is created. Verifier checks data integrity of each 
block. If data is corrupted by the attacker, verifier gives 
priority for data recovery. If it is not corrupted, then it checks 
the data integrity of next block. After every user access, the 
blocks are dynamically reallocated Fig.1. 

B. Admin Configuration 

Admin configure Multi Cloud server setup. Server IP 
Address and Port number is given by the admin for each 
Cloud. Now a Server Architecture is created for MultiCloud 
Storage. If the admin has to reconfigure the old Multi Cloud 
server setup, it can be done. For old server setup, FAT file 
can be modified or remain same. Audit time will be set by the 
admin for Data Integrity checking.   
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Fig: 1: System Architecture 

C. User Registration 

User has an initial level Registration Process at the web 
end. The users provide their own personal information for 
this process. The server in turn stores the information in its 
database. After user Registration, is completed, registered 
user can upload files to the server. 

D. Data Upload and Block Split 

After Registration, user can upload files to the server. 
Uploaded files will be stored in a Server. When the user 
upload the data to different cloud by the time it is Splitted 
into different blocks using Dynamic block generation 
Algorithm and each block will be appended with Signatures 
before Storing the data in FATFS. Signature generated using 
MD5 Algorithm. Also the data gets encoded using for 
Base64 Algorithm. 

E. Verifier Integrity Checking 

FAT FS has proper Indexing and Meta Data‟s for the 
different Chunks of the Data that is being uploaded by User. 
Verifier performs Remote Integrity Checking on Cloud Data. 
Cloud allocates random combination of all the blocks to the 
Verifier, instead of the whole file is retrieved during integrity 
checking. This is to protect user privacy from a third party 
(Verifier). Verifiable Data Integrity Checking Algorithm is 
done in two steps: Block Checking and File Checking. In 

Block Checking step: Three signatures are generated for 
Block level Checking.  

a. A signature of a block retrieved from a FATFS. 

b. A new signature is generated for block to be 

checked. 

c. A Signature is retrieved from the block appended 

with the signature which is stored in the Cloud. 

The above three signatures are cross checked for Block 
level Integrity Checking. And the block contents are 
appended to verify with File level Integrity Checking. 

F. Automatic and On-Demand file recovery 

Attacker can corrupt data in any one of the cloud servers. 
On Data Integrity Checking done by the Verifier, Verifier 
informs Corrupted blocks to the Cloud. Recovery Process 
will be done by the verifier automatically when data gets 
corrupted. User can complaint to the Cloud if the user file get 
corrupted (Verifier doesn‟t perform checking on this 
file).Whenever user access file, Blocks will be reallocated 
dynamically to provide access confidentiality in cloud and 
FAT File System will get updated.  

V. SYSTEM IMPLEMENTATION 
A. FAT: File Allocation Table file system 

In MultiCloud environment, remote data integrity 
checking is required to secure user‟s data. User will upload 
file to Cloud. This file is split into blocks using Dynamic 
Block generation Algorithm and stored in a MultiCloud 
environment. File Allocation Table (FAT) File System has 
proper Indexing and Metadata‟s for the different Chunks of 
the Cloud Storage. If Attacker corrupts data in MultiCloud, 
the continuous auditing process helps the Verifier to perform 
Block level and File level checking for remote data Integrity 
Checking using Verifiable Data Integrity Checking 
Algorithm. Cloud provides random blocks to Verifier for 
Integrity Checking which is to protect user privacy from 
Verifier (Third Party). File recovery is done by the Verifier 
automatically if the data gets corrupted during checking. User 
can complaint to Cloud for File Recovery. 

B. DPDP: Distributed Provable Data Possession 

In multicloud environment, distributed provable data 
possession is an important element to secure the remote data. 
The verifier maintains data to perform the integrity checking. 
Client has massive data to be stored on the multicloud for 
maintenance and computation, can be either individual 
consumer or corporation. CS (Cloud Server) which is 
managed by cloud service provider, has significant storage 
space and computation resource to maintain the clients‟ data. 
The Combiner receives the storage request and distributes the 
block-tag pairs to the corresponding cloud servers. When 
receiving the challenge, it splits the challenge and distributes 
them to the different cloud servers. When receiving the 
responses from the cloud servers, it combines them and sends 
the combined response to the verifier. The malicious CS or C 
cannot produce a proof of data possession if the blocks have 
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been modified or deleted. The DPDP protocol has three 
major entities: 

1. Client: an entity, which has large amount of data to be 

stored on the multicloud for maintenance. The client can be 

either individual consumer or corporation. 

2. CS (Cloud Server): an entity, which is managed by cloud 

service provider, has sufficient storage space and 

computation resources to maintain the user‟s   data. 

3. Verifier: an entity, which receives the storage request 

inturn  produces the block-tag pairs to the corresponding 

cloud servers. When receiving the challenge, it splits the 

challenge and distributes them to the different servers. When 

receiving the responses from the cloud servers, it combines 

them and sends the outcome to the verifier. 

C. Dynamic Reallocation 

Attacker can corrupt data in any one of the cloud servers. 
On Data Integrity Checking done by the Verifier, Verifier 
informs Corrupted blocks to the Cloud. Recovery Process 
will be done by the verifier automatically when data gets 
corrupted. User can complaint to the Cloud if the user file get 
corrupted (Verifier doesn‟t perform checking on this file). 
Whenever user access file, Blocks will be reallocated 
dynamically to provide access confidentiality in cloud and 
FAT File System will get updated.  

VI. CONCLUSION 
In our proposed system, the data integrity and access 

confidentiality in multi cloud server. Storage and sharing of 
information in cloud will be simply changed by users. To 
beat this, block-tag pair is used. Every block is individually 
signed by the data owner. Here verifier mechanism is used to 
split the file into blocks, and store it in multi servers. 
Elimination of certification management leads to efficient 
integrity Checking, hence complexity is reduced. In 
particular, proposed to use “Dynamic Memory Reallocation 
Technique” to provide Access Confidentiality. Experimental 
results shows that, multi cloud server will improve the 
integrity and confidentiality of cloud data. 

FUTURE WORK 

In future, aiming to provide a framework to supply a 
secure cloud database that will guarantee to prevent security 
risks facing the cloud computing community. This 
framework will apply secret sharing algorithm to reduce the 
risk of data intrusion and the loss of service availability. In 
addition to this, shuffle index technique can be used for 
reallocating the memory location. Here the indexes are 
shuffled so that location of memory is also shuffled in order 
to achieve higher rate of access confidentiality. 
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