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Abstract: Steganography is the art of concealing the fact that contact is taking place by enclosing data in other data. There are several different 

carrier file formats that can be used, but audio is the most popular. Because of their prevalence on the Internet, they are very common. There are 

several stenographic methods for concealing sensitive information in audio files. Others are more nuanced than others, and each has its own set 

of strengths and weaknesses. The steganography technique used for various applications has different specifications. Some implementations, for 

example, may necessitate complete invisibility of the secret information, while others may necessitate the concealment of a larger secret message. 

This project aims to provide an overview of audio steganography, including its applications and techniques. It also supports image and video 

steganography. For a more secure approach, the project encrypts the message with a hidden key before sending it to the recipient. The receiver 

then decrypts the message to get the original. 
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I. INTRODUCTION  

Steganography is derived from the Greek terms steganos 
(hidden or hidden) and graph (hidden or hidden) (writing or 
drawing). Steganography is, at its most basic level, concealed 
writing, whether it's invisible ink on paper or copyright 
material hidden in an audio or image file. 

Steganography masks the message completely, while 
cryptography scrambles it into a code to conceal its context. 
These two secret communication technologies can be used 
independently or in combination, for example, by encrypting 
a message first and then hiding it in another file for 
transmission. When the world becomes increasingly 
concerned about the use of any kind of secret communication, 
and as regulations are enacted 

Steganography basically exploits human perception; 
human senses are not trained to search for files that contain 
information concealed within them, despite the fact that there 
are programmed that can perform what is known as 
Steganalysis (Detecting use of Steganography.) 

II. LITERATURE REVIEW 

Even after encoding, the audio steganography method 
would not adjust the length of the record, making it ideal for a 
sound document design. The calculations used in the LSB 
insertion process are easily decryptable. 

A brief description of how a combination of cryptography 
and steganography can be used to encrypt data while it is being 
transmitted in a system is given. If a comparison of various 

calculations such as AES, DES, and RSA is made, the AES 
calculation is found to be more secure and less time consuming 
than the others. The sound recordings can become tainted from 
time to time. 

Advanced images should be possible to use in order to 
stow away information. One method of securing responsibility 
for a computerized image is to secretly embed information 
identifying the owner in the image's content. There have been 
many advancements in information over the years.  

stowing away, particularly when it comes to computerized 
image assurance. The spread, also known as the host, is the 
medium in which the message is implanted and helps to 
conceal the message's location. The message wrapper is often 
referred to as this. Under simple inspection and investigation, 
the stego image should resemble the spread image. A 
deciphering key is also needed to recover the message. 
Procedures that attempt to insert data in a perceptually 
immaterial way, such as LSB installing strategies, are 
powerless against lossy picture pressure misshaping or 
quantizing the inserted data. 

The aim of steganography is to hide an undercover 
communication between two parties whose existence is 
unknown to a potential attacker; a successful assault relies on 
knowing the existence of this communication. Rather than 
steganography, copy-right checking is used. has the extra 
necessity of strength against conceivable assaults. Security 
should be possible through lack of clarity, cover, concealing 
the area of installed data, spreading the shrouded data and so 
forth. In this way, both verifiable point of reference and late 
development give us an extensive variety of instruments, 
which if connected keenly ought to be adequate to take care of 
the greater part of the security issues that one needs to confront 
in current circumstances. 

The stego-content S is the yield of the concealing process. 
The collector must be able to recover from his understanding 
of the stego-content S and the primary K. The passive 
aggressor has no way of knowing whether the sender is 
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sending true blue spread material C or stegocontent S with a 
shrouded post. 

III. PROPOSED SCHEME 

We will use the traditional LSB algorithm as the base 
algorithm in our proposed scheme and will work with it, but 
since the traditional scheme is old and obsolete, it is less 
reliable and will not be able to provide adequate protection as 
demanded today. 

Here, we'll try to create a new algorithm using some new 
logics that will increase the security of our project, and the new 
proposed algorithm's encoding and decoding techniques are 
listed below.Encoding Scheme 

An audio (WAV) file contains number of carrier audio 
sample (as shown in fig.1). 

 

Figure 1: Digital sampling of analog signal 

To hide a secret message in an audio file using the 
conventional LSB algorithm, it is necessary to convert the 
secret message to binary format and replace each bit in a 
sequential manner. However, unlike the conventional method, 
the proposed algorithm requires the hidden bit value to be 
inserted in a different way. 

The secret message must first be encrypted using a 
standard encryption algorithm using a key provided by the 
sender and shared with the recipient. Then, based on the 
decimal value of the first three MSB bits, the location for 
insertion within the sample of the carrier audio file must be 
chosen. 

If the first three MSB bits of a sample are 100 (decimal value 
4), one bit of the secrete message must be inserted at the 4th 
position of the carrier audio file's corresponding sample. For 
the next sample, the decimal value for three MSB bits is 
considered, and so on for each secrete bit in the secrete 
message until the entire secrete message is hidden, and the 
process is repeated for each bit in the secrete message until the 
entire secrete message is hidden. 

 

Figure 2: Bits of a secret Message are embedded in a 16-bit 
CD quality sample using the proposed method 

The key benefit of this proposed algorithm is that anyone 
attempting to hack the hidden message would have no idea 
where the insertion location is. The hidden bit value is inserted 
sequentially in standard algorithms, making it easy for a 
hacker to decipher the secret message. As a result, this 
approach is safer than the conventional one. The following is 
the algorithm and process flow (fig 2): 

Algorithm for encoding 

Input: Audio file in WAV format to use as carrier and the 
Secret Message to hide as text file, a key for encryption 

Output: Stego Audio File containing hidden message 

The steps are as follows:- 

1. The secrete message has to be encrypted using a key 
supplied by the sender and shared with the receiver. 
Consider the binary of the cipher text of the secrete 
message to be hidden. If the secret message is in text then 
convert it into the respective ASCII value and after that 
it will be converted into binary pattern. 

2. Read a secret bit from the sequence to hide. 

3. Convert each audio sample into a 16-bit sequence. 

4. For each audio sample value Do , 

I. From the carrier sample first (MSB) 3 bits to be 
read and converted into decimal value. That 
generated values is the insertion position of the 
secret bit inside that audio sample. 

II. Insert a secret bit into a selected position which 
was determined by the previous step. 

5. Repeat the steps until all the secret bit values are 
replaced.  

6. Stop 
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Figure 3: The process of encoding 

Decoding Scheme 

The same pattern, which was used to encode the audio, 
used to decode the modified wav file to get back the original 
(secrete) message. The message is first decoded and then 
decrypted by the same encryption key to get the message in its 
original form. 

Input: Stego  Audio File containing hidden message 

Output: Secret  message 

The steps are as follows:- 

1. First we have to select the random bits from the 
stego audio sample which was generated by the 
proposed way. 

2. If the secret message is present into the audio file 
then recognize the random bit positions and 
Decrypt the values using proposed algorithm. 

3. Repeat the previous step until we will get the 
whole secret message. 

4. Display the message to the end user after 
decrypting 

5. Stop. 
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