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Abstract--In mobile cloud computing, a fundamental application is to outsource the mobile data to external cloud servers for scalable data 

storage. The outsourced data, however, need to be encrypted due to the privacy and confidentiality concerns of their owner. This results in the 

distinguished difficulties on the accurate search over the encrypted mobile cloud data. To tackle this issue, in this paper, the searchable 

encryption for multi-keyword ranked search over the storage data was developed. Specifically, by considering the large number of outsourced 

documents (data) in the cloud, the relevance score and k-nearest neighbor techniques to develop an efficient multi-keyword search scheme was 

utilized which can return the ranked search results based on the accuracy. Within this framework, an efficient index to further improve the 

search efficiency, and adopt the blind storage system to conceal access pattern of the search user was leveraged. Security analysis demonstrates 

that our scheme can achieve confidentiality of documents and index, trapdoor privacy, trapdoor unlink ability, and concealing access pattern of 

the search user. Finally, using extensive simulations, proposal can achieve much improved efficiency in terms of search functionality and 

search time compared with the existing proposals. 
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I. INTRODUCTION 

Research in cloud computing is receiving a lot of 
attention from both academic and industrial worlds. In cloud 
computing, users can outsource their computation and 
storage to servers (also called clouds) using Internet. Clouds 
can provide several types of services like applications (e.g., 
Google Apps, Microsoft online), infrastructures (e.g., 
Amazon’s EC2, Eucalyptus, Nimbus), and platforms to help 
developers write applications (e.g., Amazon’s S3, Windows 
Azure). Much of the data stored in clouds is highly sensitive, 
for example, medical records and social networks. Security 
and privacy are thus very important issues in cloud 
computing. In one hand, the user should authenticate itself 
before initiating any transaction, and on the other hand, it 
must be ensured that the cloud does not tamper with the data 
that is outsourced. 

In order to search in cloud, some requirements is needed, 
search over encrypted data should support the following three 
functions. First, the searchable encryption schemes should 
support multi-keyword search, and provide the same user 
experience as searching in Google search with different 
keywords; single-keyword search is far from satisfactory by 
only returning very limited and inaccurate search results. 
Second, to quickly identify most relevant results, the search 
user would typically prefer cloud servers to sort the returned 
search results in a relevance-based order ranked by the 
relevance of the search request to the documents. 

II. RELATED WORK 

A. CLOUD COMPUTING 

Cloud computing, also on-demand computing, is a kind 
of Internet-based computing that provides shared processing 
resources and data to computers and other devices on 
demand. It is a model for enabling ubiquitous, on-demand 
access to a shared pool of configurable computing resources 
(e.g., networks, servers, storage, applications and 

services), which can be rapidly provisioned and released with 
minimal management effort. Cloud computing and storage 
solutions provide users and enterprises with various 
capabilities to store and process their data in third-party data 
centers. It relies on sharing of resources to achieve coherence 
and economy of scale, similar to a utility (like the electricity 
grid) over a network. 

Advocates claim that cloud computing allows companies 
to avoid upfront infrastructure costs, and focus on projects 
that differentiate their businesses instead of on 
infrastructure.[4] Proponents also claim that cloud computing 
allows enterprises to get their applications up and running 
faster, with improved manageability and less maintenance, 
and enables IT to more rapidly adjust resources to meet 
fluctuating and unpredictable business demand. 

B. SEARCHABLE ENCRYPTION 

Searchable symmetric encryption (SSE) allows a party to 
outsource the storage of its data to another party (a server) in 
a private manner, while maintaining the ability to selectively 
search over it. This problem has been the focus of active 
research in recent years. In this paper we show two solutions 
to SSE that simultaneously enjoy the following properties: 
Both solutions are more efficient than all previous constant-
round schemes. In particular, the work performed by the 
server per returned document is constant as opposed to linear 
in the size of the data. Both solutions enjoy stronger security 
guarantees than previous constant-round schemes. In fact, we 
point out subtle but serious problems with previous notions 
of security for SSE, and show how to 
design constructions which avoid these pitfalls. Further, our 
second solution also achieves what we call adaptive SSE 
security, where queries to the server can be chosen adaptively 
(by the adversary) during the execution of the search; this 
notion is both important in practice and has not been 
previously considered. Surprisingly, despite being more 
secure and more efficient, our SSE schemes are remarkably 
simple. We consider the simplicity of both solutions as an 
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important step towards the deployment of SSE 
technologies.As an additional contribution, we also consider 
multi-user SSE. All prior work on SSE studied the setting 
where only the owner of the data is capable of submitting 
search queries. We consider the natural extension where an 
arbitrary group of parties other than the owner can submit 
search queries. We formally define SSE in the multi-user 
setting, and present an efficient construction that achieves 
better performance than simply using access control 
mechanisms. 

C.  MULTI-KEYWORD RANKED SEARCH 

With the advent of cloud computing, data owners are 
motivated to outsource their complex data management 
systems from local sites to the commercial public cloud for 
great flexibility and economic savings. But for protecting 
data privacy, sensitive data has to be encrypted before 
outsourcing, which obsoletes traditional data utilization based 
on plaintext keyword search. Thus, enabling an encrypted 
cloud data search service is of paramount importance. 
Considering the large number of data users and documents in 
the cloud, it is necessary to allow multiple keywords in the 
search request and return documents in the order of their 
relevance to these keywords. Related works on searchable 
encryption focus on single keyword search or Boolean 
keyword search, and rarely sort the search results. In this 
paper, for the first time, we define and solve the challenging 
problem of privacy-preserving multi-keyword ranked search 
over encrypted cloud data (MRSE). We establish a set of 
strict privacy requirements for such a secure cloud data 
utilization system. Among various multi-keyword semantics, 
we choose the efficient similarity measure of “coordinate 
matching”, i.e., as many matches as possible, to capture the 
relevance of data documents to the search query.  

D. BLIND STORAGE 

Dynamic Searchable Symmetric Encryption allows a 
client to store a dynamic collection of encrypted documents 
with a server, and later quickly carry out keyword searches 
on these encrypted documents, while revealing minimal 
information to the server. In this paper we present a new 
dynamic SSE scheme that is simpler and more efficient than 
existing schemes while revealing less information to the 
server than prior schemes, achieving fully adaptive security 
against honest-but-curious servers. We implemented a 
prototype of our scheme and demonstrated its efficiency on 
datasets from prior work. Apart from its concrete efficiency, 
our scheme is also simpler: in particular, it does not require 
the server to support any operation other than upload and 
download of data.  

E. ACCESS PATTERN 

Access patterns provide a coarse-grained model for the 
interaction between a data source, represented in relational 
terms, and its user. As such, the notion of access pattern 
naturally characterizes several different settings. For 
instance, in the context of Web data, a large amoun.This is an 
excerpt from the content 

 

III. PROTOCOL DESIGN DESCRIPTION 

This Project consists of four modules namely 

 Group creation 

 Text Mining 

 Blind storage 

 Query search 

Each module has its own functionality, discussed in 
details as below 

A. GROUP CREATION 

Data owner should be register in this environment and 
create a group. Data users also register and give request to 
group owner to add a group user. Data owner accept the 
request from the user. Multiple groups can be created. Each 
group is having owner and users. Data user only can access 
the respective data owner documents. Data user cannot 
access the webpage until the data owner accepts the request. 

B. TEXT MINING PROCESS 

In this module the data owner can upload the document. 
Data owner can upload the files, the content of file is to be 
extracted using NLP technique and that words can get 
synonyms using Word Net tool. In first step of text mining 
process POS tagger is implemented to extract the keywords 
in files.NLP process is used to extract the literal meaning of 
keywords previously extracted. The Words are analyzed in 
Word Net API so that the related terms can be found for use 
in the index file. This index file will be generated for each 
upload from group owner and saved as a serializable object 
in cloud. All the communication to cloud server will be done 
through web service. 

C. BLIND STORAGE 

The uploaded data’s are encrypted in gateway after 
Natural language Processing is done and stored as index file. 
The owner can give access control and privileges to user 
while uploading the data. Access control refers to whether 
the user has permission to access the file or not. The privilege 
refers to how much extend that the user has rights over the 
data (read and write).  The file will be splited into blocks and 
its encrypted using RSA encrypting algorithm and the 
encrypted blocks will be uploaded to the cloud service and 
stored in blind storage. Blind storage all documents are 
divided into fixed size blocks. These blocks are indexed by 
sequence of random integers. Files content are stored in 
block randomly so the cloud can view encrypted content 
only. Encryption key only knows to data owner. 
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Fig 1.system overview 

D. QUERY SEARCH 

Data user will try to search a query in cloud server. The 
cloud servers map the keywords and search the related files. 
The cloud server gives the related filename to user. To view 
the content the user should click the filename; at that time 
user request to cloud server and server send the user details 
and filename to the data owner. Then data owner knows all 
public key of user so he encrypt the private key using data 
user public key and the encrypted key send to server and 
server send that key details to user, then user decrypt the key 
using our private key.  

IV. IMPLEMENTATION AND EVALUATION 

The data owner chooses a full-domain collusion resistant 
hash function H, a full-domain pseudorandom function 9, a 
pseudorandom generator 0 and a hash function8V f0; 1g_! f0; 
1g192. 9 and 0 are based on the AES block-cipher [13]. 
Then, the data owner chooses a number _ > 1 that de_nes the 
expansion parameter and a number _ that denotes the 
minimum number of blocks in a communication. 

1) B.KEYGEN The data owner generates a key K9 for 
the function 9 and sends it to the search user using a secure 
channel. 

2) B.BUILD This phase takes into a large collection of 
documents D. D is a list of documents (d1; d2; d3 _ _ _ dm) 

containing m documents. where each document has a unique 
id denoted as idi. The B.Build outputs an array of blocks B, 
which consists of nb blocks of mb bits each. For document 
di, it contains sizei blocks of mb bits each and each header of 
these blocks contains the H(idi). In addition, the header of the 
_rst block of the document di indicates the size of di. At the 
beginning, we initialize all blocks in B with all 0. For each 
document di in D, we construct the blind storage as follows: 

Step 1: Compute the seed _i D 9K9 (idi) as the input of 
the function 0. Generate a suf_ciently long bit-number 
through the function 0 using the seed _i and parse it as a 
sequence of integers in the range [nb]. Let _[_i; l] denote the 
_rst l integers of this sequence. Generate a set Sf D _[_i; 
max(d_ _ sizeie; _)]. 

Step 2: Let S0 f D _[_i; _], then check if the following 
conditions hold: 

 There exists sizei free blocks indexed by the 
integers in the set Sf . 

 There exists one free block indexed by the 
integers in the set S0 f . If either of the above 
two does not hold, abort. 

Step 3: Pick a subset S0 f _ Sf that contains sizei integers, 
and make sure that the blocks indexed by these integers in the 
subset S0 f are all free. We would rely on the fact that 
integers in the set Sf are in a random order and we pick the 
_rst sizei integers indexing free blocks and make these 
integers form the subset S0 f . Mark these blocks as unfree. 
Then, write the document di to the blocks indexed by the 
integers in S0 f in an increasing order. Note that, one can 
once write the blocks of different documents to the blind 
storage system to conceal the associations of the blocks. 
Moreover, the speci_c construction of each block and the 
encryption of the blocks would be discussed next.         

V. PERFORMANCE ANALYSIS 

The data owner takes a security parameter _, and outputs 
two invertible matrixes M1;M2 2 R(dC2)_(dC2) as well as a 
(dC2)-dimension binary vector S as the secret key, where d 
represents the size of the keyword dictionary. Then, the data 
owner generates a set of attribute keys sk for each search user 
according to her role in the system. The data owner chooses a 
key KT for a symmetric cryptography Enc(), e.g., AES. 
Finally, the data owner sends (M1;M2; S; sk; Enc();KT ) to 
the search user through a secure channel. 

VI. CONCLUSION 

The Project we had worked on the group and user 
creations. There are two parties. One party is Group Admin 
and the other Party is User.The Group Admin creates the 
group and responsible for adding users into the group. The 
user can register, but they will not be able to login until the 
group admin approves their request.  The group Admin will 
approve the request and hence the user will be able to see the 
key, by using that they will be able to access the records 
required. 
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In addition to this, we also apply a text mining process 
which enables the efficiency of work to search the record 
based on the user requirements. We implement the concept of 
Blind storage and Query Search. Blind storage represents the 
process of encryption to encrypt the data. The data will be 
encrypted using the public and private key pair. This is done 
by using RSA algorithms. The user will know the actual key 
used to encrypt the data. Hence this is called as Blind 
Storage. Query search is the most difficult tasks of a real time 
process. This will be implemented effectively in the project 
for the efficient searching of the data. 
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