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Abstract: In recent years, the spam review detection problem has gained much attention from communities and researchers, but still there is a 

need to perform experiments on real-world large-scale review datasets. With the raised quality of on-line social networks, spammers realize these 

platforms simply accessible to lure users in malicious activities by posting spam messages. This can help to analyze the impact of widespread 

opinion spam in online reviews. In this work, we took comments from YouTube and made YouTube spam detection. Google Safe Browsing and 

YouTube Bookmaker detect and block YouTube spammers to avoid spammers. These tools block malicious connections, but they can't secure 

the user as soon as possible in real time. Industries and researchers have therefore used entirely different ways of building a spam-free social 

network platform. Some of them are only user-based options supported, while others are only supported by YouTube. Spam Review Detection 

using Linguistic Method (SRD-LM) works on the content of the reviews and utilizes transformation, feature selection and classification to 

identify the spam reviews.  We can achieve 91.65 percent accuracy with the Neural Network and have exceeded the current solution by around 

18 percent. The most common learning methods in the fields of spam filtering (Bayesian classification, K-NN, ANN, SVM) and their application. 

Keywords— YouTube Comments reviews, spam reviews, spam review detection, linguistic features, spammer behavioral features. 

 

I. INTRODUCTION  

In the past few years, online social networks like Face book 
and YouTube have become increasingly prevailing platforms 
which are integral part of people’s daily life. People spend lot 
of time in micro blogging websites to post their messages, 
share their ideas and make friends around the world. Due to 
this growing trend, these platforms attract a large number of 
users as well as spammers to broadcast their messages to the 
world(Huang et al., 2013). YouTube rated as the most popular 
social network among teenagers. However, exponential 
growth of YouTube also invites more unsolicited activities on 
this platform. Nowadays, 200 million users generate 400 
million new YouTube per day. This rapid expansion of 
YouTube platform influences a greater number of spammers 
to generate spam YouTube which contain malicious links that 
direct a user to external sites containing malware downloads, 
phishing, drug sales, or scams(Keshavarz et al., 2018). 

Nowadays, a great deal of communication takes place on 
electronic communication networks. On the one hand, it 
facilitates communication and dissemination of news; on the 
other hand, it creates it is the spread of ideal soil for social 
spam. With more than two billion users The Face book 

platform is currently one of the main targets for spammers. An 
average of 54 billion spam e-mails was sent worldwide each 
day. Platform users are exposed to threats and inconveniences 
on a daily basis as malware spreads(Samsudin et al., 2019). 
We have presented various techniques in the social media to 
reduce spam; there can be implemented primarily on 
YouTube. 

There is a need to develop new ones to combat the ever-
evolving spam methods ways to detect spam. Damage the 
whole internet which may also possibly cause temporary 
shutdown of internet services all over the world. According to 
recent reports spam is being increasingly used to distribute 
viruses, malware, links to phishing sites, etc. An average of 54 
billion spam e-mails was sent worldwide each day. The main 
challenges and constraints are first considered identifying 
spam and presenting previous research with results. The 
operational process is then described, starting with the 
construction of the "Spam detector", the data from the 
collection and preparation to the construction of the 
classification(Aggarwal et al., 2014). The main subject of this 
thesis Contribution is a classification that can distinguish 
Normal user from spammers from that. This rapid expansion 
of YouTube influences a greater number of spammers to 
generate spam YouTube which contain malicious links that 
direct a user to external sites containing malware downloads, 
phishing, drug sales, or scams These types of attacks not only 
interfere with the user experience but also damage the whole 
internet which may also possibly cause temporary shutdown 
of internet services all over the world. YouTube built 
Bookmakers to fight spam on YouTube platform. They have 
seen a 40% reduction in critical spam metrics since launching 
Bookmakers(Islam et al., 2019).  
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The rules could, of course, be updated in a centralized 
manner by the maintainer of the spam filtering tool We 
manually labeled 70 sentences as sarcastic sentences from 
10,000 reviews. We generated extraction rules on the basis of 
the analysis of the sentences. spam detection can't recognize 
the polarity of the reviews correctly(Ezpeleta et al., 2018). 
This result shows a significance of sarcasm extraction even if 
the number of sarcastic sentences in reviews is small. In the 
experiment, we compared our method with a baseline based 
on a simple rule. As a result, our method outperformed the 
baseline However, some approaches to extract sarcastic 
sentences have, such as Ridloff’s method. Comparison with 
state-of-the-art methods is important future work to evaluate 
our method. In Addition, the accuracy of our method was 
insufficient, especially the precision rate. The result is due to 
the lack of analysis. Although we analyzed sarcastic sentences 
in our data, the data contains only 70 sarcastic sentences. 
Collecting new sarcastic sentences and analyzing the 
sentences manually are important but one of the weak aspects 
of Bookmakers is that it fails to protect a victim from new 
spam, i.e., it is not an efficient tool for real-time spam 
YouTube detection 90% users might visit a new spam link 
before it gets blocked by the blacklist. To fool the more 
advanced filters that rely on word frequencies spammers 
append a large amount of “usual words” to the end of a 
message. 

II. LITERATURE REVIEW 

Spam attack had been word widely distributed. Not only in 
social media such as Facebook, Twitter, YouTube, blogs, but 
also in SMS and e-mails. For email spam is defined as 
unwanted emails sent by different users daily by (Esmaeili et 
al., 2017). According to (Tran et al., 2013), email spam brings 
the meaning of unsolicited bulk emails received by users. 
While unsolicited commercial email or junk email is the 
definition of spam defined by (Dada et al., 2019). For Short 
Message Service (SMS) spam is known as unsolicited or 
unwanted message received on a mobile phone (Abdulhamid 
et al., 2017). In web spamming, spam brought the meaning of 
an intended activity to mislead search engine to ranking some 
page higher than they reserved (Alberto et al., 2016). Spam 
comments had been identified as a comment which consists of 
commercial content that is unrelated to the discussion with 
unwanted content or requests. In addition, video spam also 
been defined by Yusof and Sadoon (Benevenuto et al., 2008) 
as unrelated, unwanted content compared to its video’s title. 

There are many types of features can be selected to be used 
as a parameter in a research. For video spam in YouTube study 
conducted by (J. Zhang & Gu, 2013) and different type of 
features is being selected. the feature being selected is the 
Edge Rank Algorithm. This algorithm is implemented because 
the algorithm is the same algorithm being implemented by 
Facebook in detecting spam. Next research conducted by 
(Kiran, 2015) used three (3) features which are video based, 
user based and social network features in order to identify 
spam users. Features used by researcher (Chowdury et al., 
2013) is the number of users, number of comments, number of 

distinct users, number of rating counts, and number of 
different categories.  

On the other hand, features used by (Ulges et al., 2009) in 
detecting spam in YouTube spam comments is the most 
occurrence spam keywords. YouTube spam comments are still 
a new research area, therefore features of YouTube spam are 
rarely identified. So, feature of comments from web blog, 
Twitter, and SMS is being studied and can be implemented. 
Features extracted from comments in the research conducted 
by (Alsaleh et al., 2016) such as post-comments similarity, the 
interval between post and comments, number of words in the 
comments, a number of sentences in the comments, comment 
length, phone information, email information, Uniform 
Resource Locator (URL) link, black word list, stop word ratio 
and word duplication ratio. Next is the features used by (Uysal 
et al., 2013), is includes message length, number of terms, 
uppercase character ratio, non-alphanumeric character ratio, 
alphanumeric character ratio and the presence of URL in the 
comments.  

(Hazim et al., 2018) used statistically based features for the 
Extreme Gradient Boost Model and Generalized Boosted 
Regression Model to evaluate multilingual datasets (i.e., the 
Malay and English languages). It was observed by the 
experimental results that the Extreme Gradient Boost Model 
performed better for the English review dataset and the 
Generalized Boosted Regression Model performed better for 
the Malay dataset. (Kumar et al., 2018) have proposed a 
hierarchical supervised-learning method. This method 
analyzed reviewer's behavioral features and their interactions 
using multivariate distribution. (D. Zhang et al., 2016) 
recommended a supervised model based on reviewer features 
to identify spam reviews. 

(Ahmed & Danti, 2016) used various rule-based machine 
learning algorithms. Moreover, the authors compared the 
effectiveness of the proposed method through a Ten-Fold 
cross-validation training model for sentiment classification. 
(Lin et al., 2014) performed different experiments using the 
threshold-based method to identify spam reviews. The authors 
proposed different time-sensitive features to find spam 
reviews as early as possible and trained the model by using the 
SVM classifier. 

III. PROPOSED FRAMEWORK 

It has been observed from the literature that Spam Review 
detection using linguistic method uses only review text for 
spotting the spam review(Wang et al., 2017), (Rout et al., 
2017). It is usually performed binary classification in which 
the review is classified as ``spam'' or ``not spam''. This section 
elaborates the proposed SRD-LM. It describes the process of 
feature extraction and selection from the review text. It also 
describes different classification algorithms that are used to 
train and test the proposed method. 

We prepare our dataset by collecting YouTube 
corresponding to 400,000 YouTube. In order to get 
information from YouTube text, we want to extract those 
words that can be strong indicators to classify the YouTube in 
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one of the classes: spam or non-spam. Information Gain from 
Bag-of- Word Model - We combine these words to form top-
30words that we use in our feature set. Manual analysis of 
numerous sentences is costly. Therefore, generating rules 
automatically becomes necessary. In this we are going to use 
Large dataset and many classifiers to get the maximum 
accuracy. The classifiers like SVM, Random Forest, Logistic 
Regression, Decision Tree, Neural Networks, Naive Bayes in 
this project we use 21 special features along with usual 
unigrams and bigrams for classification. The considering these 
top 30 words will help us to classify the YouTube accurately 
for each class. The Frequent Pattern Mining of YouTube’ text 
can also be the vital aspect to distinguish YouTube spam in 
real-time. 

The proposed linguistic method uses different data 
preprocessing techniques, transformation, feature selection 
and machine learning classification algorithms to develop an 
accurate spam review detection model. The complete process 
for the proposed SRD-LM executes in six steps which have 
been presented in Figure 1. 

 

Figure  1. Process of Spam Review Detection Using Linguistic 

Method (SRD-LM) 

A. Dataset 

The benefit of using these words based on their entropy 
score in the feature-set is that we were able to reduce 
uncertainty in the prediction outcome as these words have a 
different impact of frequency count in spam and non-spam 
YouTube. Oracle Data Mining supports feature selection in the 
attribute importance mining function. Attribute importance is 
a supervised function that ranks attributes according to their 
significance in predicting a target. Here Count Vectorizer is 
used which Convert a collection of text documents to a matrix 
of token counts. This undergoes the following process. 

B. Preprocessing 

Before starting with preparation, we must preprocess the 
messages. First of all, we shall build all the characters 
lowercase. Because ‘free’ and ‘FREE’ mean the same and we 
don’t want to consider them as two different words. Then 
tokenize each message in the dataset. 

C. N-Grams 

N-grams to improve the accuracy. As of now, we just dealt 
with 1 word. But when two words are mutually the meaning 
totally changes. For ex, ‘good’ and ‘not good ‘are conflicting 
in meaning. Suppose a text contain ‘not good’, it is better to 
consider ‘not good’ as one token rather than ‘not’ and ‘good’. 
so, sometimes accuracy is better when we split the text into 
tokens of two or more words than only word. 

1. Analyzer 

Whether the feature should be made of word or character 
n-grams.Option ‘char_wb’ creates character n-grams only 
from text inside word boundaries; n-grams at the edges of 
words are padded with space. 

2. Mixed 

When building the vocabulary ignore terms that have a 
document frequency strictly higher than the given threshold 
(corpus-specific stop words). If float, the parameter represents 
a proportion of documents, integer absolute counts. This 
parameter is ignored if vocabulary is not none. 

3. Max_Features 

If not None, build a vocabulary that only consider the top 
max_features ordered by term frequency across the corpus. 
This parameter is ignored if vocabulary is not None. 

4. Vocabulary 

Either a Mapping (e.g., a dicts) where keys are terms and 
values are indices in the feature matrix, or an inerrable over 
terms. If not given, a vocabulary is determined from the input 
documents. Indices in the mapping should not be repeated and 
should not have any gap between 0 and the largest index. 

5. Binary 

If True, all non-zero counts are set to 1. This is useful for 
discrete probabilistic models that model binary events rather 
than integer counts. 

IV. RESULTS AND DISCUSSION 

A private cloud means a single resident environment where 
the computing assets are operated by one organization and 
installed, does not allow share with other organizations. It is 
applied for intra-business interactions [6]. Moreover, private 
cloud contains servers and a database of a specific institution 
that is managed by an admin authorized to enter and manage 
the system of the institution. 

The proposed SRD-LM is evaluated from the following 
two perspectives: (1) Evaluation of SRD-LM using different 
combinations of N-gram features, the variation of Information 
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Gain (IG) for feature selection and four classification 
algorithms (NB, LR, SVM, RF) in terms of accuracy in spam 
review detection. (2) Comparison of SRD-LM with existing 
linguistic techniques of spam review identification. These 
evaluation results have been presented in the following sub 
sections. 

A. Evaluation Of Classification Algorithms Using SRD-LM 

In this section, four classification algorithms are evaluated 
using SRD-LM with different N-gram combinations coupled 
with various IG variations. These classification algorithms are 
compared in terms of achieved accuracy over review dataset, 
and the one giving better results is considered as the most 
accurate algorithm in spam review identification. After the 
preprocessing, we must use a supervised algorithm; if not, we 
need an unsupervised one. 

1. Supervised Learning 

Supervised learning is the task of inferring a function from 
labeled training data. By fitting to the labeled training set, we 
want to find the most optimal model parameters to predict 
unknown labels on other objects (test set). If the label is a real 
number, we call the task regression. If the label is from the 
limited number of values, where these values are unordered, 
then it’s classification. 

 

Figure  2. Data classification for Supervised learning 

2. Unsupervised learning 

Under supervised learning, we know little about the 
individual objects, in particular. Where do we go from here? 
To some extent, it is possible to include related objects in 
groupings. Some objects are considerably distinct from the 
rest; therefore, they are exceptions. 

3. Semi-Supervised Learning 

Semi-supervised learning tasks include both problems we 
described earlier: they use labeled and unlabeled data. That is 
a great opportunity for those who can’t afford labeling their 
data. The method allows us to significantly improve accuracy, 
because we can use unlabeled data in the train set with a small 
amount of labeled data. 

4. Reinforcement Learning 

Reinforcement learning is not like any of our previous 
tasks because we don’t have labeled or unlabeled datasets 
here. RL is an area of machine learning concerned with how 
software agents ought to take actions in some environment to 
maximize some notion of cumulative reward. 

 
Figure  3. Reinforcement learning 

Imagine, you’re a robot in some strange place, you can 
perform the activities and get rewards from the environment 
for them. After each action your behavior is getting more 
complex and cleverer, so you are training to behave the most 
effective way on each step. In biology, this is called adaptation 
to natural environment. 

B. Classification with Different Learning Methodology 

1. Support Vector Machine Classification 

The SVM is a linear classifier and train the model to find a 
hyper plane to separate the reviews of dataset. As the uni-gram 
technique uses a single word, thus produces a better result 
using SVM. In the bi-gram and trigram techniques, different 
combinations of words are used. Therefore, when plotted in a 
hyper plane, they confuse the classifier and produce less 
accurate results as compared to the uni-gram technique. It can 
also be observed through the analysis that the combinations of 
uni-gram with bi-gram and tri-gram also produces less 
accuracy. 

2. Naive Bayes Classification 

SRD-LM is evaluated with different combinations of the 
N-gram features and IG using Naïve Bayes classification in 
terms of precision, recall, f-measure, accuracy and AUROC 
parameters. The impact of these different combinations is 
shown in Table 7. It is observed from the experimental results 
that the maximum accuracy of 85.864 is achieved when the 
Naïve Bayes classifier is implemented with a combination of 
bigram with IG (top 1%). It can also be observed that the 
accuracy value obtained using bi-gram is better than that of 
uni-gram and tri-gram. The reason being Naïve Bayes 
classifier is based on a probabilistic technique, where the 
features are independent of each other. Hence, when the 
analysis is carried out using uni-gram and bi-gram, the 
accuracy value is better than that of tri-gram. 

3. Decision Tree Classification Algorithm 

Decision Tree is a Supervised learning technique that can 
be used for both classification and Regression problems, but 
mostly it is preferred for solving Classification problems. It is 
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a tree structured classifier, where internal nodes represent the 
features of a dataset, branches represent the decision rules and 
each leaf node represents the outcome. 

• In a Decision tree, there are two nodes, which are the 

Decision Node and Leaf Node. Decision nodes are used 

to make any decision and have multiple branches, 

whereas Leaf nodes are the output of those decisions and 

do not contain any further branches.  

• The decisions or the test are performed on the basis of 

features of the given dataset. 

• It is a graphical representation for getting all the possible 

solutions to a problem/decision based on given 

conditions. 

• It is called a decision tree because, similar to a tree, it 

starts with the root node, which expands on further 

branches and constructs a tree-like structure. 

• In order to build a tree, we use the CART algorithm, 

which stands for Classification and Regression Tree 

algorithm. 

• A decision tree simply asks a question, and based on the 

answer (Yes/No), it further split the tree into sub trees. 

 
4. K-Nearest Neighbor (KNN) Algorithm Classification 

K-Nearest Neighbor is one of the simplest Machine 
Learning algorithms based on Supervised Learning technique. 

• K-NN algorithm assumes the similarity between the new 

case/data and available cases and put the new case into the 

category that is most similar to the available categories. 

• K-NN algorithm stores all the available data and classifies 

a new data point based on the similarity. This means when 

new data appears then it can be easily classified into a well 

suite category by using KNN algorithm. 

• K-NN algorithm can be used for Regression as well as for 

Classification but mostly it is used for the Classification 

problems. 

• K-NN is a non-parametric algorithm, which means it does 

not make any assumption on underlying data. 

• It is also called a lazy learner algorithm because it does 

not learn from the training set immediately instead it 

stores the dataset and at the time of classification, it 

performs an action on the dataset. 

• KNN algorithm at the training phase just stores the dataset 

and when it gets new data, then it classifies that data into 

a category that is much similar to the new data. 
Example: Suppose, we have an image of a creature that 

looks similar to cat and dog, but we want to know either it is a 
cat or dog. So, for this identification, we can use the KNN 
algorithm, as it works on a similarity measure. Our KNN 
model will find the similar features of the new data set to the 
cats and dogs images and based on the most similar features it 
will put it in either cat or dog category. Suppose there are two 
categories, i.e., Category A and Category B,and we have a new 
data point x1, so this data point will lie in which of these 
categories. To solve this type of problem, we need a K-NN 

algorithm. With the help of K-NN, we can easily identify the 
category or class of a particular dataset. Consider the below 
diagram. 

C. Performance Evaluation Of SRD-LM With Existing 

Linguistic Methods 

The comparative analysis based on the results obtained 
using the proposed SRD-LM to that of other linguistic 
techniques to identify spam review using the youtube.com 
product review is presented in Table 1. The proposed SRD-
LM is compared with five exiting linguistic methods. 

(Hagen et al., 2015) used the Naïve Bayes and Support 
Vector Machine classifiers using the uni-gram and bi-gram 
approaches. (Krishnamoorthy, 2015) used the Naïve Bayes, 
Support Vector Machine and Random Forest classifiers using 
the bi-gram approach.(Dang et al., 2010)used the Naïve Bayes 
classifier using the uni-gram approach.(Moraes et al., 2013) 
used the Naïve Bayes and Logistic Regression classifiers using 
the uni-gram approach to classify spam and not-spam reviews. 
(Vinodhini & Chandrasekaran, 2014)implemented the Naïve 
Bayes, Logistic Regression and Support Vector classifiers 
with the uni-gram, a combination of uni-gram with bi-gram 
and a combination of uni-gram, bi-gram and tri-gram 
approaches. It can be observed from Table 1 that most of these 
existing approaches analyzed their models using only unigram 
and/or bigram techniques, whereas the proposed study 
analyzed SRD-LM using unigram, bigram, trigram and all 
possible combinations. It can also be observed that overall 
SRD-LM outperformed all the listed existing techniques. 
Table -1 Comparative analysis of SRD-LM with existing 
linguistic approaches using YouTube reviews dataset. 

C. DISCUSSION OF CLASSIFIERS IN VIEW OF SRD-LM 

As per the experimental evaluation of SRD-LM, it is 
observed that the LR performed better than the other three 
classifiers i.e., SVM, NB and RF whereas SVM remained 
better than NB and RF, while NB achieves better accuracy 
than RF. The LR uses threshold values to determine the review 
as being spam or not-spam. SVM uses an absolute prediction 
of 0 or 1. It is a linear classifier and trains the model to find a 
hyper plane to separate the reviews of dataset. NB is a 
probabilistic classifier; works on independent variables and 
performs better on a large dataset. RF forms several trees; 
therefore, it consumes more memory and had to slow down to 
make the evaluation.  

The RF classifier behaves like a black box that is very hard 
to understand and is considered very unpredictable in terms of 
accuracy. Therefore, based on these features and evaluation 
results LR produced overall better results as compared to all 
other classifiers using you-tube product review dataset. 
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Table -1 Comparative Analysis Of SRD-LM with Existing Linguistic Approaches Using YouTube Reviews Dataset. 

 

 

 

 
Figure 4 demonstrates the results of this comparison in 

terms of identified spam reviews. It is evident that SRD-LM 
identified more spam reviews with better accuracy in dataset 
than existing technologies. utilizing same YouTube dataset, 
identified 75,00,542 reviews as spam which makes the 
proportion of 21% of the total review dataset. This shows that 
SRD-LM is more accurate than existing technologies in 
identifying spam reviews in large-scale real-world YouTube 
dataset. Whereas SRD-LM achieved 88.5% accuracy in spam 
review detection 

 

 

Figure  4. the results of identified spam reviews 

 

V. CONCLUSION 

Online review spamming is a rapidly growing problem. 
Spam Review Detection (SRD) is a significant but challenging 
task as it is very difficult to differentiate the spam review from 
not-spam reviews. So far, many research works have 
attempted to identify the spammer and spam reviews, but these 
works have not been able to fully solve the spam review 
detection problem. This work performed an in-depth 
investigation of Amazon real-world dataset using the 
spammers' behavioral features and proposed SRD-LM 
methods to detect spam reviews using linguistic approaches 
respectively. To the best of the researcher's knowledge, this is 
the first study that analyzed and applied a rich set of spammers' 
behavioral features on a large-scale real-world review dataset. 
the proposed linguistic method SRD-LM, used N-gram 
techniques, transformation and feature selection, and different 
classification algorithms to further analyze the dataset for 
spam review detection. Through performance evaluation of 
each classifier, it is observed that the Logistic Regression 
performed better than the Support Vector Machine, Naïve 
Bayes and Random Forest. The comparison of the proposed 
models indicated that the SRD-LM achieved better accuracy 
than the existing technology because SRD-LM uses N-gram 
techniques of dataset such as time stamps and ratings which 
provides additional support to identify spammers and thus 
spam reviews. various methods are used to identify YouTube 
as 'spam' and non-spam. Also conducted a real-time YouTube 
detection experiments that have had a rate of 18% better 
results than prior attempts. 

 

 

 

Classification 

(Hagen et 

al., 2015) 

(Krishna 

moorthy, 

2015) 

(Dang et 

al., 2010) 

(Moraes et 

al., 2013) 

(Vinodhini & 

Chandrasekaran, 

2014) 

Proposed SRD-

LM 

Naive 

Bayes 

Unigram 89.6 * 81.3 76.3 79 84.4 

Bigram 82.1 72.4 * * * 85.8 

Support 

Vector 

Machine 

Unigram * * * 85.3 62.4 84.3 

Bigram * * * * * 84.6 

K-

Nearest 

Neighbor 

(KNN) 

Unigram 79.3 * * 80.1 * 84.5 

Bigram 79.5 73.5 * * * 83.2 

Decision 

Tree 

Unigram * * * * * 73.4 

Bigram * 81.0 * * * 83.4 
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