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Abstract: Nowadays, access control and data security are the two most critical problems with cloud computing. Access control can be defined 

as a procedure by which users can access data from the cloud server. At the time of accessing data, there are many problems, such as data 

security, high data accessing time, data loss, overhead, data redundancy, etc. In the first part of this paper, a brief discussion of the 

fundamentals of cloud computing is presented. Moreover, all the issues of cloud computing are also discussed in this paper. Finally,  future 

work directions have been identified for the cloud computing environment. 
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I. INTRODUCTION 

Cloud computing is a new type of technology that is build 
on utility computing, virtualization, service-oriented 
architecture and parallel computing. The word “cloud” can be 
referred as a blend of networks, hardware, storage and 
interfaces to deliver a service. Currently, many Information 
Technology (IT) companies like Google, Yahoo, Amazon, 
etc. are providing cloud services to the users [1]. In cloud 
computing, users need not to worry about software, hardware 
or any external equipment. Here, users do not know where 
the data are actually stored on the cloud servers. Cloud 
computing provides an infrastructure to the users for sharing 
the data. In cloud computing, there are three parties, namely 
Cloud Service Provider (CSP), Data Owner (DO) and users. 
The CSP records the profile of each user and DO, and 
controls all the tasks [2]. The CSP allows DOs to store their 
data or files on the cloud server, and the users can access 
these data from the cloud server according to their demand. 
There are few requirements for cloud services: 

• For accessing any data or services, the CSP must 
specify the access control policies. 

• To provide a requested resource to the user, there 
must be a mapping of access policies between the CSP 
and organizations with the available resources. There 
is always a chance to violate the mapping of policies. 
So, enforcing of more access policies by the 
organization are beneficial in regard to secure 
accessing of  resources. 

• The DO must offer all kind of data services to the 
consumers. 

Cloud services are fully based on the internet. We know 
that there are many hackers or malicious users over the 
internet. So, cloud services used to face many security issues 
[3]. Access control is a major issue out of all the privacy and 

security issues. Because of the static nature of the traditional 
access control models, they cannot be applied in the cloud 
environment. There are some important characteristics of 
cloud services, such as a large number of dynamic users, a 
large amount of resource, etc. which must be considered for 
developing any access control model. Many access control 
schemes have been already proposed for cloud computing [4-
12]. The main contributions of this paper are mentioned 
below: 

In the first part of this paper, fundamentals of cloud 
computing are presented. 

All the issues or problems of cloud computing are 
discussed in this paper one by one. 

Many future work directions have been also explained for 
the cloud computing environment. 

The rest of the paper is organized in different parts. 
Section 2 provides the fundamentals of cloud computing. In 
section 3, all the issues of cloud computing have been 
discussed in details. Section 4 highlights the future work 
directions. Finally, conclusions of the paper are given in 
section 5. 

II. FUNDAMENTALS OF CLOUD COMPUTING 

A. Definitions of Cloud Computing 
In cloud computing, an infrastructure is given to the users 

for working environment. There are many definitions of 
cloud computing. Some of them are listed below: 

 “Cloud computing is a new IT outsourcing model 
that doesn't yet meet the criteria of enterprise IT and 
isn't supported by most of the key corporate 
vendors”.- Staten J et al. [13]. 

"A Cloud is a type of parallel and distributed system 
consisting of a collection of interconnected and virtualized 
computers that are dynamically provisioned and presented as 
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one or more unified computing resources based on service-
level agreements established through negotiation between the 
service provider and consumers”.- Buyya R et al. [14]
 tory of Cloud Computing 

In the 50s, there were large scale mainframe computers. It 
was so costly that users could not afford to buy such 
computer for individual use. For this reason, they had started 
a practice, which was known as “time sharing”. “Time 
sharing” allowed many users to use a single computer. 

In 1969, J.C.R. Licklider was trying to connect all the 
computers, which were located over globally for accessing 
data [15]. Other experts gave their idea of “cloud” concept to 
scientist John McCarthy, who introduced the concept of 
delivering computation as a public utility. 

In the 70s, when IBM launched an operating system, 
namely VM, practical implementation of virtual machines 
takes place in IT companies. In this infrastructure, several 
computers work in the same processing environment. This 
type of connection is called virtualization. In the middle of 
80s, IBM launched an affordable user’s computer. At that 
time, Microsoft also gave its operating system. In 1990, the 
internet started to offer sufficient bandwidth, and companies 
interconnected their staffs with their own computers. In 1999, 
salesforce.com was the main milestone in cloud computing 
[16]. Its main aim was to deliver applications. 

In 2002, the next stage of development has been done by 
Amazon Web Services. Amazon provided services including 
storage, applications and computation through the Amazon 
Mechanical Turk. In 2006, Amazon introduced its Elastic 
Compute Cloud (EC2) for commercial use [17]. EC2 
provides the cloud to companies and individual users, where 
they can run their own applications. 

In 2007, cloud computing became much popular, when 
there was the collaboration between Google and IBM. In 
2009, Web 2.0 hits in the market. Through “Google Apps”, 
Google and other companies started to offer browser-based 
applications. Nowadays, many IT companies recognize their 
benefits in the cloud computing environment. In IT 
industries, cloud computing increases storage and flexibility, 
and gives a new working environment to the users. 

B. Features of Cloud Computing 

There are many features of cloud computing: 

 Agility: Sometimes, the environment of a system is 
changed during any transaction. “Agility” means the 
ability of a system to rapidly respond against the 
changeable environment of the system. 

 Reliability: When multiple sites are used, reliability is 
increased. It also allows cloud computing for better 
business continuity and disaster management. 

 Scalability: Cloud computing has the ability to 
increase or reduce cloud services according to user’s 
demand. 

 Pay-per-use: In cloud computing, users can pay money 
for how much they have used the cloud services. 

 On demand service: Users can use cloud service 
whenever they want it, so it is not a permanent part of 
IT infrastructure. 

 Resiliency: “Resiliency" of a CSP allows ignoring the 
failure of cloud server and permanent data storage fail. 

 Performance: In cloud computing, the performance is 
monitored using web services. The CSP can see what 
is happening on the cloud server. 

 Security: Recently, many IT companies are using 
cloud services. So, the CSP provides a strong 
encryption technique for user’s sensitive data. 

 Resource pooling: Millions of users supported by 
cloud server. For an example, “Skype” has 27 million 
users. 

C. Advantages of Cloud Computing 

Cloud computing offers many benefits: 

 Reduced IT cost: Cloud computing has reduced the 
cost of managing and maintaining IT systems. In a 
cloud environment, users use the resources of the 
cloud service provider. There is no need of 
purchasing expensive systems. 

 Scalability: In cloud computing, the system can scale 
up or scale down quickly according to the situation. 

 Business continuity: Most important part of business 
continuity planning is to protect data and system. In 
some cases, data may face many natural disasters. So, 
data have to store on the cloud server as it backs up. 

 Flexibility of work practices: Cloud computing 
allows users to be more flexible, and also allows 
customers to access data from home. 

 Almost unlimited storage: In cloud computing, users 
need not to worry about storage space. There is 
almost unlimited storage space in cloud computing. 

 Speed: Users can access data from anywhere, if the 
users are registered on the cloud server. 

D. Disadvantages of Cloud Computing 

Cloud computing has many disadvantages also, which 
are listed below: 

 Security and privacy: There are many hackers or 
unauthorized users on the cloud servers. They always 
try to hack data or replace their profile with the 
authorized users. So, cloud data must be secured [18]. 

 Transferability: If users want to move from one 
cloud to another cloud, the CSP has to migrate all 
information about the users to another cloud. So, it is 
quite difficult to move users from one cloud to 
another cloud. 

 Downtime: Sometimes, the site goes offline, and at 
that time, users cannot access data from the cloud 
server. 

 Understanding: It is very difficult to understand what 
is going on the cloud server. The CSP saves all kind 
of information, and s/he does not reveal it to the 
others. 

 Limited control: Users have limited control in cloud 
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computing because the applications and services run 
on remote location or third party or by companies. 

E. Service Delivery Model 

Cloud computing is usually delivered by three 
services, namely Software as a Service (SaaS), Platform 
as a Service (PaaS), Infrastructure as a service (IaaS) 
[19]. 

1) Software as a Service (SaaS): In SaaS model, a 
license version of a software application is provided by 
the cloud provider. Any company or user can purchase this 
software on demand. Sometimes, SaaS is referred as "on- 
demand software". In SaaS, users can pay money as they 
need like yearly, monthly, weekly or hourly. 

Examples of SaaS providers: Salesforce.com, Google 
Mail, MuxCLoud, etc. 

Advantages of SaaS: 

 SaaS reduces the complexity of installing the software. 

 In SaaS, one user can use multiple services from many 
SaaS providers. 

2) Platform as a Service (PaaS): In PaaS, the CSPs 
provide an environment, including operating systems, 
databases, programming languages execution environments 
and web servers. PaaS offers a cloud environment, where 
users can create, run and deploy applications. 

Examples of PaaS providers: Aneka, Azure, etc. 

Advantages of PaaS: 

 In PaaS, users need not to worry about how much 
memory is used for running the software. 

 It provides a complete platform to develop software. 

3) Infrastructure as a Service (IaaS): Nowadays, in IT 
companies, IaaS is most popularly using. In IaaS model, the 
client can usually use the infrastructure of cloud providers. 
This infrastructure can be storage, network, firewalls, etc. 
IaaS provides many resources like raw based storage, load 
balancers, virtual local area networks, IP addresses and 
software bundles. 

Examples of IaaS providers: Amazon EC2, GoGrid, etc. 

Advantages of IaaS: 

 IaaS provides a mechanism to control other two service 
models, namely SaaS and PaaS. 

 IaaS can improve the network’s performance. 

F. Deployment Model 

There are mainly four types of cloud, namely private 
cloud, public cloud, community cloud and hybrid cloud. 

 Private cloud: A private cloud is a cloud infrastructure, 
which is solely operated by a single organization. It can 

be managed by an organization or by a third-party. In a 
private cloud, resources are only accessible by the 
customers of any organization, which increases 
security and privacy policy of that organization. Fig. 1 
shows deployment model of cloud computing. 

 Public cloud: In the public cloud, the CSP 
provides the resources, such as network, server, etc. 
[20]. Here, users can pay money for how much they 
have used the public cloud. In the public cloud, 
customers or users from many organizations are 
mixed together, and they use the same cloud or 
network. Due to a large number of users from many 
organizations, there may be many attackers. So, 
security concern is a big deal in the public cloud. 

 

Figure 1. Deployment model of cloud computing 

 Community cloud: In community cloud, 
infrastructure or cloud environment is shared by a 
community of several organizations, which have 
common goals. The community cloud is managed by 
all these organizations or by a third party. The 
community cloud sometimes is used for national 
security purpose. 

 Hybrid cloud: Hybrid cloud is a combination of the 
public and private cloud. It is managed by the central 
administrator [21]. The hybrid cloud gives IT 
solutions by a combination of public, private and 
community clouds, and it provides secure access 
control between users and cloud providers. 

In the cloud computing, the CSP should make sure 
that users don't face any drawback like knowledge loss or 
security. Some issues of cloud computing area unit listed 
below: 
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III. ISSUES OF CLOUD COMPUTING 

A. Data Related Issues 

There are several issues related to data, which are given 
below: 

 Data integrity: Data integrity in a cloud environment 
allows maintaining information integrity i.e. user’s data 
must not be modified by any illegal user or by the CSP. 
Sometimes, data are modified by the hackers. It is the 
responsibility of the CSP to provide the data integrity. 

 Data loss: If the cloud provider stops their services due 
to a financial crisis or due to some other reasons, there 
may be data loss. Users are not able to access data in 
future because data are not available on the servers. 

 Data leakage: Data leakage happens, when data goes 
to wrong hands like hackers or malicious users. 

 Data location: Locations of data are obscure to users. 
Users do not know where the data are actually stored. 
It may be stored in their country or outside the country. 

 Unwanted access: Cloud computing has many risks for 
maintaining the confidentiality of data or file. For an 
example, if user’s data are stored outside their country, 
the government of that country can view the actual 
data. 

 Data segregation: In cloud computing, poor 
segregation of data gradually increases the risk. This 
problem can be solved by giving complete isolation of 
storage of customer’s data in the cloud server. 

 Vendor lock-in: Vendor lock-in is a technique, which 
allows users to depend on the vendor’s services. 
Vendor lock-in is achieved by building IT solutions. It 
is considered as one of the main issues of cloud 
computing. When a vendor stops to deliver a service, 
the CSP tries to deliver the service from another 
vendor, which may be belonging from another cloud 
server. 

 Data deletion: Another main issue in the cloud server 
is that how can users know that the data or files are 
fully deleted from the server, and it cannot be 
recovered again. Currently, there are no procedures to 
know that whether user’s data are completely deleted. 

 Data investigation: In a cloud computing 
environment, there are several distributed systems. 
Therefore, searching information is very difficult. 
When users make a data request, the CSP takes much 
time to analyze the data. So, it takes more time for 
giving data. 

 Secure data transfer: In a cloud computing 
environment, all the traffic is placed between users 
and cloud provider networks. If attackers get a link to 
access the cloud network, they can easily hack the 
data. Sometimes, in a cloud environment, there is no 
secure data communication channel, which creates a 
big problem for the customers. 

 Customer data manipulation: Hackers manipulate 
data and attack web applications. 

B. Storage Related Issues 

Cloud computing provides an environment, where 
data are stored on the cloud server, and manage it by the 
CSP or third party. The CSP divides the data into many 
small pieces. After dividing, the CSP stores the data in 
various data storage centers. If any portion of data is 
crashed, data can be recovered from another portion of 
data. There are many issues related to storage of data, 
which are given below: 

 Security provider: Since the CSP controls all the 
tasks of a cloud environment and it is untrusted, 
many users get worried regarding the vulnerability of 
the resources. 

 Ownership: When data are not used for a long time, 
some users worry about losing their own rights. 
Many CSPs address this problem by a very strong 
agreement. 

 Multiplatform support: In cloud computing, another 
issue for IT departments is that how services are 
integrated with different operating systems, such as 
Linux, OS X, Windows, etc. 

 Data recovery: There may be an accident on the 
cloud server. So, data can be lost. It is the 
responsibility of  the CSP to create the backup of 
data. 

 Data portability and conversion: Partitioning and 
converting file or data mainly depend on the CSP. 
After converting, the CSP has to remember the 
format of data, which cannot be revealed to the 
malicious users. 

C. Policy Issues 

Privacy of a cloud environment differs with the cloud 
scenario. Some clouds have low privacy threats, and 
some clouds have high privacy threats. Sometimes, 
services are personalized based on the calendar, social 
networks, people’s location and preferences. There are 
many policy issues on the cloud server. Some of them are 
listed below: 

 Lack of user control: In SaaS cloud environment, 
from user’s side, visibility and control of data are 
limited.  So, the main question is that how data are 
stored on the cloud server, and how users get control 
over data. These are the legal requirements of users. 

 Unauthorized secondary usage: Unauthorized uses 
of data create a big risk in the cloud environment. In 
cloud computing, the CSP always wants to earn 
money from the uses of user’s data. In many cases, 
secondary data uses are declined by the CSP. 

 Data proliferation: “Data proliferation” is defined as 
the ability of cloud server to involve several multiple 
parties, where DOs have no data control. [23]. 

 Dynamic provisioning: In cloud computing, it is not 
clear that which third party is responsible for 
observation of personal information or who sets the 
standard for the handling of data. 
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D. Security Issues 

In the traditional model, there was self-control system 
for managing data. The security in the cloud becomes a 
sensitive issue in the sense that confidential data or file 
may be stored outside the user’s own domain. The public 
cloud does not raise only privacy issues. Security is rated as 
top challenge of the cloud environment in a recent survey 
[24]. 

The main issues arise in cloud computing to define 
which party is responsible for which type of security. This 
division of security issue arises because there is no 
standardized API. According to the cloud security alliance, 
the main issues of cloud computing are insecure interfaces, 
shared technology issues, malicious insiders, account 
hijacking, etc. [25]. 

 Authentication and identity management: Identity 
Management (IDM) mechanism is used by the CSP to 
authenticate users and provide services. A major 
problem related to IDM is interoperability. In multi- 
tenant cloud server, IDM is not yet well understood. 

 Backup: In a cloud computing environment, it is very 
difficult to guarantee adequate availability and backup. 
Backup of data is very critical if there is any failure. 

 Lack of standardization: Most of the issues arise due to 
the lack of standardization of cloud computing. Service 
Oriented Architecture (SOA) tries to solve many issues 
by establishing better standards. 

 Multi-tenancy: Multi-tenancy is a feature, where a 
single software runs on a SaaS server, and this software 
is used by various organizations. Some CSPs use job 
scheduling algorithm to maximize hardware utilization. 
But, most CSPs use the virtualization for maximizing 
hardware utilization. 

 Audit: Many new issues have been arising in a cloud 
computing environment from an audit perspective. 
Transaction detail of cloud server needs a proper 
record for maintaining data integrity. 

E. Trust Issues 

 Trust is not an easy concept in the cloud server. Trust 
is a psychological state comprising the intention to 
accept vulnerability based upon positive expectations 
of the intentions or behaviour of another [26]. 
Security is one procedure to establish online trust. 
Reputation is another component of trust, which is 
one of the valuable things for companies. Many users 
just go to company for reputation. 

 In cloud computing, there are mainly two types of 
trust, namely persistent trust and dynamic trust. 
“Persistent trust” is associated with long-term 
underlying infrastructure. “Dynamic trust” deals with 
short-term or changeable information.k trust 
relationships: When a transaction is going on, all the 
information about that transaction is not transparent 
to the user. In that case, instead of solving problems, 
people used to get frustrated about the data security. 

In some cases, they are not agreed to use the CSP in 
the future. 

 Lack of customer trust: The CSP sometimes asks 
users to provide their personal information. But, this 
supply chain leads to suspicion and distrust of users. 
There is also a question whether data in the cloud are 
totally protected [27]. So, users decline to use cloud 
server without knowing the risk. 

F. Legal Aspects 
 For the security of client's secret or delicate 

information, lawful systems are a noteworthy key. In every 
single nation, there are such systems. Some of the time, it 
isn't sure that in which highway an exchange is finished. A 
solitary exchange might be handled in numerous nations. 
Along these lines, the lawful part of that nation causes a 
security issue.  

In distributed computing, clients don't have the foggiest 
idea about the correct area, where the information are put 
away. It might be put away over the world. In this way, the 
diverse law can be connected to the information based on the 
information stockpiling area. Various duplicates of 
information or document are saved money on the server. 
What's more, these duplicates are overseen by various 
substances. Protection laws change with the area of 
information. Place confinements additionally apply for the 
exchange of touchy information like wellbeing or budgetary 
information 

G. Attacks on the Cloud Environment 

Various attacks are made by the malicious users, 
which are very critical in a cloud environment. 

 Denial of Service attack (DoS): When a user sends 
many invalid requests to the server, then DoS occurs. 
On the cloud server, unauthorized users always make 
many requests to access cloud’s sensitive data. 

 Cookie poisoning: Sometimes, unauthorized users try 
to modify cookie for accessing data. This condition is 
known as cookie poisoning. 

 Distributed Denial of Service attack (DDoS): In 
DDoS, data accessibility is under the control of 
attackers [29]. 

 Virtual library checkout: Nowadays, many 
companies use virtual machine. Workers of that 
company upgrade virtual machines periodically on 
their own personal machines. So, any workers can be 
attackers. 

 Migration attack: When virtual machines are 
migrated from one place to another, then this attack 
occurs. 

 Encryption attack: This attack is used to extract 
unauthorized information from the cloud server by 
creating security problems. 

 DNS attack: When a server is called by name, cloud 
hackers can easily connect to that network by the 
server name. So, unauthorized users can access 
user’s sensitive data if the data are not secured. 
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 Sniffer attack: Sometimes, attackers can easily read 
the content of the data. Sniffer program can track all 
the data, which are flowing in the cloud network. 

IV. FUTURE WORK DIRECTIONS 

On the basis of the above discussions, several future 
opportunities are given in this section: 

 At present, it is not cleared that how security is 
providing to the user’s sensitive data. A strong 
standard (agreement) should be developed to protect 
the data. 

 In the traditional system, access structure is always 
exposed to the CSP. So, any hacker or any malicious 
CSP can easily hack user’s data. Therefore, a new 
model can be developed to provide a strong security. 

 An adequate strategy can be developed that takes 
less time to provide user’s data. So, users can pay 
less money for using cloud services. 

 A new technology can be developed that reduces the 
overhead with respect to the number of users. 

 There is always a chance of international data 
leakage in cloud computing. A new strategy can be 
developed to protect the data against data leakage. 

 A new scheme can be introduced that can enable 
users to detect and handle fault efficiently. 

 A new model can be developed to prevent data loss. 

V. CONCLUSIONS 

Nowadays, cloud computing is very popular because of 
its flexibility and cost-effectiveness. In the first part of this 
paper, fundamentals of cloud computing are discussed. 
Many security issues of cloud computing are discussed in 
this paper, namely availability, confidentiality, access 
control, data related issues, storage-related issues, policy 
issues, security issues, trust issues, legal aspects and 
attacks on the cloud environment. Moreover, future work 
directions are also presented in this paper. In future, a new 
access control model can be developed for efficient data 
accessing.. 
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