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Abstract: Huge  amounts  of  data  is  being  generated  every second due to technological development and innovations coming out  in  the  

market.  Social  Networking  and  the  cloud  computing boom in this technological world is generating large amounts of data every second. 

Streaming data , a technical term was devised to represent the constant generation of data on the World Wide Web.  These  data  are  

constantly  putting  pressure  and  checking its limits on the current Intrusion Detection System(IDS). These systems  are  a  device  or  

software  applications  that  keep  a  track log  as  well  as  monitors  any  malicious  activity  happening  on  the network.  In  order  to  

detect  and  then  prevent  network  security breaches in the system, many machine learning algorithms have been  applied  to  the  data  

generated  in  order  to  recognize  any pattern in anomaly actives that are happening over the network system. 
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I. INTRODUCTION 

The   IDS   can   be   classified   on   the   basis   of   
where   the detection  is  taking  place  and  how  it  is  being  
detected  i.e the  detection  method.  The  most  common  are  
the  Network Intrusion Detection System(NIDS) and Host 
Intrusion Detec- tion  System(HIDS).  The  former  system  
mentioned  analyses the incoming networking traffic whereas 
HIDS functioning is based  on  the  activity  of  the  
Operating  System  files  on  the local  host.The  IDS  that  is  
based  on  the  detection  method being applied can be 
classified as the Signature based (misuse) detection  ,  which  
recognizes  bad  patterns  such  as  malware and the anomaly 
detection method, analyses the deviations of the  network  
from  a  “good”  model  using  Machine  Learning 
techniques.  For  the  NIDS,  pattern  matching  is  performed  
on existing  rules  applied  to  the  intrusion  detection  
system.  The performance suffers  during  the  detection  of  
unknown  or  any new attack, because of the existing rules 
applied to IDS. [1] 

There  are  basically  two  main  challenges  that  arise  
while developing  an  effective  IDS  for  new  attacks.  First,  
Proper feature  selection  from   the  data  set  is   difficult.  
Any  new attack  will  have  evolved  features  because  the  
scenarios  are constantly  changing,  the  feature  selection  
for  one  type  of attack  may  not  be  suitable  for  the  other  
types  of  attacks. Second, Unavailability of labeled traffic 
real time networking data set.  Immense efforts  are  required  
to  create  such  a  data set from the raw network traffic 
traces. 

Data Mining is an intelligent analysis technique that is 
used to analyze Big Data. Data Mining techniques were first 
applied to  the  IDS  in  1998.  The  main  aspects  of  data  
mining  on IDS  that  were  dealt  originally  were  termed  as  

clustering  and classification. Since there is no label for the 
initial data set for clustering  issue,  the  object  created  for  
clustering  algorithm, was  allocated  the  same  class  with  
the  similar  data  records. The  behavior  of  the  packet  was  
marked  as  a  normal  class  or abnormal  class  according  to  
the  features  and  characteristics of  already  existing  data.  
In Classification,  which  works  on mining from the already 
clustered data. This implies that the data  is  labeled.  As  
time  has  passed  by,  numerous  techniques have been used 
for data mining but the recent researches are using  the  
concept  of  Deep  Learning  and  Neural  Networks  to 
implement an effective IDS. 

II. DATA SET 

An existing data set that is being used for IDS is the KDD 
CUP’99.  A  new  variant  of  the  data  set  known  as  the  
NSL KDD is available now. The new variant of data set 
mentioned above  also  has  drawbacks  attached  to  it,  and  
may  not  able to  fulfill  the  perfect  representation  of  the  
real  network.  The reason to it can be the attached to the fact 
that there is a scarce in  the  availability  of  data  set  
depicting  the  network-based IDS.Despite  the  drawbacks  it  
can  still  be  used  as  a  bench- mark  to  compare  different  
intrusion  detection  methodology. Researches  are  being  
done  in  order  to  improve  the  infusion detection  
approaches.  The  training  and  testing  data  set  that is being 
used in machine learning models plays an important role,  
since  a  better  quality  data  can  help  in  improving  the 
existing  intrusion  detection  system.  The  major  
classification done in the KDD data set can be referred in 
four different types of classes- Traffic, Content, Basic,Host. 
Researchers have used five prominent attributes for the 
evolution process on the data set. They are Precision, 
Recall,False Alarm, Accuracy and F- score.  On  the  basis  
of  the  analysis  that  is  performed  on  the above mentioned 
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parameters, an enhanced version of achieving a greater 
accuracy of intrusion detection on the network. [2] 

 

III. RELATED WORKS 

A. CLUSTERING 

Mini  batch  K-means  clustering  is  the  trending  
clustering algorithm used for intrusion detection system. 
Here it basically focuses  on  the  application  of  K-means  
on  the  IDS.  The Documentation initially proposes an 
interconnected algorithm on  K-means  clustering  and  C4.5  
algorithm  for  detection  of the  anomaly.  At  the  end  ,  an  
improved  IDS  K-Means  algo- rithm was proposed. Mini 
Batch K-means clustering algorithm and  IDS  clustering  
method  names  PMBKM  with  the  use of  Principal  
Component  Analysis(PCA)  was  proposed.  First, the  
preprocessing  of  the  data  was  done  by  converting  the 
strings  into  digital  for  and  then  normalizing  the  data  for 
enhancing the effectiveness of clustering. Secondly, PCA 
was used to diminish the dimension of the data by applying 
feature selection.  Finally,  Mini  Batch  K-means  was  used  
into  the field  of  the  big  data.  K  means++  was  used  to  
improve  the clustering  efficiency  and  to  avoid  any  local  
optimum  created during  the  implementation.   

The  parameters  on  which  the proposed  clustering  
algorithm’s  efficiency  was  tested  on  the 1.  Clustering  
time  and  2.  Calsski  Harabasz(CH).  Time  t  in the 
clustering refers to the calculation of time t via clustering 
algorithm.  It  is  always  better  to  have  the  least  time  
possible. We  can  assess  the  value  of  the  clustering  
output  based  on the  magnitude  of  intra-cluster  density  
with  the  intensity  of inter-cluster  discretization.  This  is  
done  by  calculating  the Calsski Harabasz(CH) which serves 
as the clustering evolution indicator.  Compared  with  K-
means  (KM),  K-means  with  the use  of  principal  
component  analysis  PCA  ,  as  well  as  Mini Batch K-
means (MBKM), and the scrutiny of the results shows that 
their proposed idea of PMBKM was the most potent and best 
possible. [3] 

B. LASSIFICATION 

Classification is a data mining technique which is used 
for analyzing a data set. In this fast changing world of 
continuous generation of streaming data, classification plays 
an important role in classifying the data. In a conference 
presented by Ke- tan  Sanjay  Desale,  Chandrakant  Namdev  
Kumathekar  ,Arjun Pramod  Chavan  they  write  about  the  
following  classification algorithms  being  applied  in  IDS.  
Many  algorithms  such  as Naive  Bayes  algorithm,  
Hoeffding  Tree  algorithm,  Accuracy Updated Ensemble 
algorithm and Accuracy Weighted Ensem- ble  algorithm  are  
the  types  mentioned  by  them.  The  Naive Bayes  
algorithm  is  a  probability  based  method.  Naive  Bayes 
classification  is  a  very  useful  method  to  solve  detection  
and prognosis nature of problems. The above mentioned 
algorithm uses  conditional  probability  to  create  a  Naive  

Bayes  classier on  the  basis  of  which  classification  is  
done.  In  IDS,  Bayes Classifier  is  used  to  find  the  
Accuracy,  Statistic  Kappa  and time decision based 
parameters. 

Classifier  Ensemble  Accuracy(AUE)  is  an  updated  
version of  the  accuracy  weighted  ensemble(AWE)  data  
mining  algo- rithm. It uses the concept of updating a 
classifier according to the  distribution.  Ensemble  Weighted  
Classifier  is  represented as  a  cost  function  which  defines  
the  following  (1)  a  date numerical  value  with  the  aim  to  
decrease  or  minimize  the misclassification rate (2) a 
numerical term with aim to decrease number of classifiers 
and (3) a non-negative constraint on the weights of the 
classifier. [4] Hoeffding  Tree  algorithm  is  an  algorithm  
which  is  build on  the  basis  of  Decision  Tree  and  is  an  
effective  way  to classify  data  points  on  the  data  set.  In  
this  algorithm  ,  data points classification must be defined. 
This Decision tree based algorithm consists of test node , root 
node and the leaf nodes. Here  the  leaf  nodes  act  as  
parameter  being  used  for  the prediction  of  classes.  This  
algorithm  combines  the  data  into a  form  a  tree,  
concurrently  the  model  is  being  built  and  it can be used 
for classification. One big disadvantage observed was if ties 
i.e same values are occurring in the data, then the algorithm 
fails to combine or classify data into the tree. [5] 

In  another  approach  based  on  classification,  it  
combines decision  tree  and  statute  rules  with  statistical  
Bayesian  algo- rithms;  the  first  one  is  expressed  as  
decision  tree,  and  the other  one  is  often  produce  with  
the  use  of  production  rule. SVM  is  a  classification  
method  based  on  minimizing  the pruning structural risks 
and its statistical value. R-SVM which is  being  used,  main  
idea  is  to  select  a  subset  of  the  features with  the  
maximum  discrimination  power  among  classes.  The 
system acquires the R-SVM into IDS and compares the 
various all  possible  selection  solutions  and  rough  feature  
extractions. It  manifests  the  precedence  of  R-SVM.  Other  
classification approaches  include  the  Random  Forest  
Technique  as  well  as Extreme  Learning  Method(ELM).  A  
comparison  study  was done  among  all  the  three  methods  
in  a  literature  and  it was  found  that  ELM  outperforms  
other  approaches  in  the parameters of precision, recall and 
accuracy. [6] 

A  2-level  classification  approach  was  seen  before  
deep learning methods were applied. The first approach 
included on level 1 a Discriminative Multinomial Naive 
Bayes(DMNB) as initial classifier and then Nominal to 
binary supervised filtering at level 2. In another a 2-level 
approach , principal Component Analysis (PCA) for reducing 
the data set’s attribute was done on level 1. The second level 
used SVM using a Radial basis function. This gave a high 
feasible accuracy via training data set and full 41 features’ of 
data set. The five main comparison parameters that were used 
in much literature in deep learning approaches were 
Accuracy, Precision, Recall, F-recall, -measure and False 
alarm. [7] 
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C. GENETIC ALGORITHM 

Genetic  Algorithm  is  technique  used  to  improve  the  
effi- ciency which is based on the principles of Genetics and 
uncon- ditional environment Selection. It is usually used to 
amend the situation  in  research  purpose  where  artificial  
intelligence  and machine learning comes into play, in an 
enhanced way. In their research  Salah  Eddine  Benaicha,  
Lalia  Saoudi,  Salah  Eddine Bouhouita  Guermeche,  and  
Ouarda  Lounis  used  the  idea of  Genetic  Algorithm  with  
an  intense  initial  population  and selection operator, to 
precisely  identify  all sorts of intrusions in the system. They 
used the NSLKDD99 data set to evaluate their  approach.  
Their  main  aim  was  to  implement  a  parser engine for 
detecting intrusion in the system based on genetic algorithm.  
In  training,  a  fixed  rule  was  formed  from  the examined  
data  using  Genetic  Algorithm.  In  the  next  stride of  the  
network  intrusion  in  an  online  system,  the  those  rules 
are  used  to  tabulate  the  incoming  network  connections  
into respective  classes.   

The  data  set  generated  randomly  80  sets  of  rules  for  
category  of  attack  type  and  then  analyzed  by the  
network  system  and  results  are  applied  into  a  Genetic 
Algorithm for enhanced strength evaluation. 

Their fitness function was defined as Support = |X and 
Y|/N Confidence   =|X   and   Y|/|X|   Fitness=Wa1*support   
+Wa2 *confidence 

Where 

N ->total connections in data 

| X|->number of connections directing to state 

A 

| X and Y|->number of connections directing 

To rule 

A then B. 

The weight v1->support and v2->confidence they took 
Wa1 

= 0.2 and Wa2 = 0.8. 

The execution was done and the rules were generated. 
These rules  were  now  stored  in  an  IDS  data-base.  They  
concluded that the genetic algorithm which is being used is 
accurate to 99 percent detection rate and followed by a low 
rate of 3% false positives, thus they concluded genetic 
algorithms will enhance the search time in the examining the 
data without dampening the performance of intrusion 
detection system. [8] [9] 

D. DEEP LEARNING 

In   computational   intelligence,   a   work   done   by   
Nathan Shone,  Tran  Nguyen  Ngoc,  Vu  Dinh  Phai  ,  and  
Qi  Shi  pro- posed non symmetric deep auto encoder 
(NDAE) for unsuper- vised learning and with the use of 
classification model such as deep learning which was 

programmed employing NDAEs for intrusion detection 
system. They have evaluated their proposed model  using  the  
upgraded  KDD  Cup’99,the  NSL-KDD  data sets  to  
overcome  the  challenges  of  Volume,  Accuracy,  Di- 
versity, Dynamics, Low-frequency attacks, Adaptability. 
Deep Learning is an artificial intelligence function that tries 
to work equivalent  to  the human  brain  in  processing  data 
and  deduce patterns. They used Autoencoder to learn a 
representation for a set of data for dimensional reduction and 
finally assessed their outcome  on  the  5  parameters,  
namely,  Accuracy,  Precision, Recall, F-score, and False 
Alarm. The proposed model claimed to  have  accomplished  
an  accuracy  of  97.85%  which  was  the best possible 
accuracy model in the present interval. 

Autoencoder  is  a  type  of  neural  network  which  
consists of  three  layers  namely  an  input  layer,  a  hidden  
layer  and a  decoding  layer.  The  network  is  trained  
applying  the  deep learning  algorithm  to  produce  its  input  
as  its  output,  which forces  the  encoding  layer  to  
undertake  the  task  to  learn  best possible  descriptions  of  
its  inputs.  Auto  encoder-  neural  net- work  function  as  an  
unsupervised  algorithm  that  implements back propagation, 
generating the required values equivalent to its inputs. An 
auto encoder is tuned to produce its input in the best possible 
output. 

The Autoencoder triestolearna function,  so  as  bring  the  
equivalent  output  similar  to  YY.  Autoen- coders  belong  
to  the  family  of  a  neural  network  but  also related to 
principal components’ analysis. It is an unsupervised ML  
algorithm  similar  to  PCA  which  minimizes  the  function 
as  PCA  and  works  like  a  neural  network  whose  target  
is its  input.Autoencoders  are  flexible  and  efficient  than  
PCA. Autoencoders  can  be  applied  linearly  and  non-
linearly  in encoding  but  PCA  can  only  be  applied  in  the  
form  of  linear transformation. 

 

Fig. 1.   Autoencoder Architecture 

In  work  done  by  ZHENG  WANG  came  up  with  the  
idea of  implementing  the  present  attack  algorithms  
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against  deep learning-based intrusion detection as sometimes 
deep learning can  be  deceived  by  image  tampering.  He  
stated  that  the  41 parameters  present  can  be  simply  
classified  into  3  simple parameters namely Basic feature, 
Traffic feature, and Content feature.  He  trained  the  data  
set  through  the  deep  neural networks  and  allowed  
enough  forward  and  backward  pass  to produce  the  best  
possible  trained  deep  neural  networks  and then  evaluated  
his  outcome  on  the  basis  on  5  parameters, namely 
Accuracy, Precision, Recall, F-score, and False alarm. He 
used algorithms such as jacobian-based silency map attack 
(JSMA),  fast  gradient  sign  method(FGSM)  and  deepfool.  
He concluded  that  algorithms,  which  were  first  thought  
to  be misleading the deep learning image-based classifier, 
obtained different levels of effectiveness in the intrusion 
detection and attacks lead to heavy use of the data-set 
features which were fixed. [10] 

In   their   research   Iftikhar   Ahmad,   Mohammad   
bash- eri1,Muhammad  Javed  and  Aneel  Rahim  used  
Random  For- est,  SVM  and  extreme  learning  machine  
for  performance comparison   for   detection   system.   To   
solve   the   issues   on the  performance,  Support  Vector  
Machine  (SVM),  Extreme machine  learning  and  other  
methods  have  been  used.  These techniques  have  a  
drawback  that  these  cannot  be  used  for application  on  
big  data-sets  such  as  networking  and  system. The  
detection  system  used  in  analyzing  a  large  amount  of 
data  traffic  and  therefore  proper  classification  technique  
was the major aim to overcome the issue. They used the 
NSL-KDD data  set,  which  is  the  upgraded  data  set,  for  
evaluating  their approach. Fundamental.Stages of the 
implied model include the pre-processing the data set 
initially, then classifying it and in the last evaluate. 

 
Fig. 2.   Fundamental Step Architecture 

They  took  20  percent  of  the  data  as  their  testing  
data  and rest 80 percent data as their training data. They 
recorded that on  data  set,  the  recall  of  Extreme  learning  
machine  betters those of SVM (linear), SVM (radial basis 
function (RBF)), and Random  Forest,  whereas  the  recall  
of  SVM  (linear)  is  better than  those  of  SVM  (radial  
basis  function  (RBF)),  Extreme Learning Machine, and 
Random Forest on data samples. Thus, they  concluded  that  
extreme  learning  machine  exceeds  other approaches  in  
accuracy,  precision,  and  recall  on  the  65,535 records 
consisting of both normal and obtrusive activities. [11] 

IV. CONCLUSION  

Network  Intrusion  Detection  System  is  the  most  
widely used  defense  technology  in  the  domain  of  

network  security. In  recent  years  many  techniques  have  
been  implemented  for the intrusion detection system. 

In  this  paper,  a  detailed  survey  of  major  techniques  
im- plemented  on  intrusion  Detection  is  presented.  
Techniques based on k-means, K-means with principal 
component analy- sis,  Random  Forest  algorithm  Extreme  
learning  the  machine, techniques, classification algorithms 
such as Naive Bayes algo- rithm, Hoeffding Tree algorithm, 
Accuracy Updated Ensemble algorithm, and Accuracy 
Weighted Ensemble algorithm ,Sup- port Vector Machine, 
Genetic algorithm, Deep learning to use Autoencoders etc 
have been implemented. 

We propose a system where we try to increase the 
efficiency of  the  parameters  in  the  intrusion  detection  
system  using  the two-level  approach.  In  Level  1,  We  
would  like  to  compare any basic supervised/unsupervised 
learning algorithm and then in  Level  2  we  would  train  the  
results  from  level  1  in  deep learning using Artificial 
Neural Networks(ANN) and compare the parameters such 
Accuracy, Precision, Recall, False Alarm, F-score. We 
expect that the implementation of artificial neural network 
would carve out a better way to detect anomalies in the 
intrusion detection systemtion 
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